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INTRODUCTION

WHAT S IN THE BOX

Ruggedized router with integrated business-class 3G/4G modem; includes integrated mounting plate
Quick Start Guide with warranty information

External 3G/4G mobile broadband modem antennas (2) (SMA) w/ support for GPS on auxiliary connection
(some models); finger tighten only

External WiFi antennas (2) (reverse SMA¥*), < 5 dBi gain, finger tighten only
12 V1 2 A power supply w/ locking connector; DC GPIO/power cable available

- Extra SIM door screws (2)
*-|BR60OOC-LPE only

KEY FEATURES

Dual-modem capable with optional COR Extensibility Dock

LPE

WiFi as WAN', with WPAZ2 Enterprise Authentication for WiFi as WAN?
Failover/Failback

Load Balancing

Advanced Modem Failure Check

WAN Port Speed Control

WAN/LAN Affinity

IP Passthrough

Standby

VLAN 802.10Q

DHCP Server, Client, Relay

DNS and DNS Proxy

DynDNS

DMZ

Multicast/Multicast Proxy

QoS (DSCP and Priority Queuing)
MAC Address Filtering

802.11 b/g/n

Up to 64 connected devices
Multiple SSIDs

WPA2 Enterprise (WiFi)
Hotspot/Captive Portal

cradlepoint (5 ]
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SSID-based Priority
Client Mode for faster data offload

Cradlepoint NetCloud Manager?

Web Ul, API, CLI

Data Usage Alerts (router and per client)
Advanced Troubleshooting (support)
Device Alerts

SNMP

SMS control

Serial Redirector

Auto APN Recovery

Syslog

IPsec Tunnel — up to five concurrent sessions
L2TP?

GRE Tunnel

OSPF/BGP/RIP?

Route Filters (Access Control Lists, Prefix Filters, Route Maps, Communities for BGP)
Per-Interface Routing

Routing Rules

Policy-based Routing

NAT-less Routing

Virtual Server/Port Forwarding

NEMO/DMNR?

IPvb

VRRP?

STP?

NHRP?

VTI Tunnel support?

OpenVPN support?

CP Secure VPN compatible

RADIUS and TACACS+ support*

802.1x authentication for Ethernet

Zscaler integration?

Certificate support

ALGs

MAC Address Filtering

Advanced Security Mode (local user management only)

cradlepoint (6 ]



User Manual / COR IBR600C-LPE/IBR650C-LPE 9/5/17

Per-Client Web Filtering
IP Filtering

Content Filtering (basic)
Website Filtering

Zone-Based Object Firewall with host address (IP or FQDN), port, and MAC address
*-Native support for authentication. Authorization and accounting support through hotspot/captive portal

services.

Automated WAN Failover/Failback support

WAN Affinity and QoS allow prioritization of VolIP services

Advanced VPN connectivity options to HQ

SIP ALG and NAT to allow VolP and UC communications to traverse firewall
802.1p/q for LAN QoS segmentation and treatment of VolP on LAN

Private Network support (wired and 4G WAN)

Cloud-based management?

1 — WiFi-related functions are only supported on IBREO0C-LPE models
2 — NetCloud Manager requires a subscription
3 — Requires an Extended Enterprise License or NetCloud Manager PRIME

SPECIFICATIONS

WAN:
Dual-modem capable with optional COR Extensibility Dock
Integrated LPE modem
Two LAN/WAN switchable Ethernet ports (one 10/100/1000 and one 10/100) — one default WAN (cable/DSL/
T1/satellite/Metro Ethernet)
« WiFi as WAN, Metro WiFi; 2x2 MIMO "N" 2.4 GHz; 802.11 b/g¢/n (IBR600C-LPE only)
LAN:
2x2 MIMO “N" 2.4 GHz WiFi; 802.11 b/g¢/n (IBR6OOC-LPE only)
Two LAN/WAN switchable Ethernet ports (one 10/100/1000 and one 10/100) — one default LAN
Serial console support for OQut-of-Band Management of a connected device
PORTS:
Power
2-wire GPIO
Add more GPIO ports with optional 9-wire GPIO cable or COR Extensibility Dock (see Accessories section
below)
UsB 2.0
Two Ethernet LAN/WAN
Two cellular antenna connectors (SMA)
Two WiFi antenna connectors (R-SMA; IBR600OC only)
15-pin dock port for COR Extensibiliity Dock or 9-wire GPIO cable
TEMPERATURE

cradlepoint (7]
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-20 °C to 60 °C (-4 °F to 140 °F) operating
HUMIDITY (non-condensing):
5% to 95% operating

5% to 95% storage
POWER:

DC input steady state voltage range: 9-33 VDC (requires inline fuse for vehicle installations)
For 9-24 VDC installations, use a 3 A fuse
For > 24 VDC installations, use a 2.5 A fuse
Reverse polarity and transient voltage protection per ISO 7637-2
Ignition sensing (automatic ON and time-delay OFF)
Power consumption:
Idle: 4 W
WiFi Tx/Rx: 9 W
LTE Tx/Tx: 6.25 W
12 VDC/ 2 A adapter recommended
WIFI POWER:

2.4 GHz: 18 dBm conducted
SIZE: 46 x 4.5 x1.2in (118 x 113.5 x 29.3 mm)
WEIGHT: 14 o0z (400 g¢)
CERTIFICATIONS:

FCC, IC

WiFi Alliance (IBR600C-LPE only) — 802.11 b/g/n certified

Safety: UL/CUL, CB Scheme, EN60950-1

Shock/Vibration/Humidity: compliant with MIL STD 810G and SAEJ1455
Materials: WEEE, RoHS, RoHS-2, California Prop 65

Telecom: PTCRB/CTIA

ACCESSORIES

Cradlepoint offers several accessory options for extensibility, power and antennas:
EXTENSIBILITY

COR Extensibility Dock (Part # 170675-000)
9-wire power & GPIO cable (Part #170680-000)

POWER
Vehicle options
Vehicle locking power adapter for COR (Part # 170635-000)

Two meter locking power and GPIO cable (direct wire) (Part # 170585-000)
Power Supplies/Adapters

North America COR IBR600C-LPE/IBR650C-LPE power supply (Part # 170716-000)
Barrel to 4-pin power adapter (Part # 170665-000)

ANTENNAS - 3G/4G Modem, WiFi
700 MHz — 2700 MHz Wide Band Directional Antenna (Yagi/Log- Periodic) Part #: 170588-000
12" Mag-Mount Antenna with SMA Male Connector Part #: 170605-000

cradlepoint (5 ]
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4™ Mini Mag-Mount Antenna with SMA Male Connector Part #: 170606-000
Universal 3G/4G/LTE Modem Antenna Part #: 170649-000

Multi-Band Omni-Directional Antenna Part #: 170668-000

Indoor/Outdoor Panel Patch Part #: 1706639-000

Universal LTE/4G/3G / 2dBi/3dBi antenna with SMA connector for all AER, ARC, COR, and MC400 products (Part
# 170704-001)
See the Cradlepoint antenna accessories page for more information about antennas. Also see the Antenna
Ordering and Installation Guide, available as a PDF in the Resources section of antenna and router product pages.

BUSINESS-GRADE MODEM SPECIFICATIONS

COR IBR600C-LPE/IBR650C-LPE models include an integrated 4G LTE/HSPA+/EVDO modem — specific model
names include a specific modem (e.g., the COR IBR650C-LPE-VZ includes a Verizon LTE modem).

COR IBR60O0OC-LPE-ATIGN/SPIVZ, COR IBR650C-LPE-AT/GN/SP/IVZ (North America)
- Technology: LTE, HSPA+, EVDO Rev A

+  Downlink Rates: LTE 100 Mbps, HSPA+ 21.1 Mbps, EVDO 3.1 Mbps (theoretical)
- Uplink Rates: LTE 50 Mbps, HSPA+ 5.76 Mbps, EVDO 1.8 Mbps (theoretical)

- Frequency Bands:

LTE: Band 2 (1900 MHz), Band 4 — AWS (1700/2100 MHz), Band 5 (850 MHz), Band 13 (700 MHz), Band 17
(700 MHz), Band 25 (1900 MHz)

HSPA+/UMTS: (850/900/1900/2100 MHz, AWS)

GSM/GPRS/EDGE: (850/900/1800/1800 MHz)

CDMA EVDO: Rev A/1XRTT (800/1800 MHz)
+ Power: LTE 23 dBm * 1; HSPA+ 23 dBm = 1; EVDO 24 dBm = 1 (typical conducted)
« Antennas: two SMA male (plug), finger tighten only (maximum torque spec is 7 kgf/cm?)
»  GPS: passive, muxed on aux port

« Industry Standards & Certs: FCC, WiFi Alliance (IBR600C only), AT&T, Sprint, Verizon, Verizon NEMO/DMNR for
Primary Wireless Access

«  SIM: two 2FF slots

cradlepoint (5]
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HARDWARE

LEDs

o nAaaAfdA A A A0 AR

AN
0000,00 [ @

]

3G/4G Antenna SIM slots 3G/4G Antenna
Connector (SMA) Connector (SMA)

10/100 Ethernet Port
Reset USB 2.0 (Configurable: LAN or
Power Port Button Port WAN Default: WAN)

OomAaARAR AnAaQaAanQ

WiFi Antenna Connector* Router to Dock Connector 10/100/1000 Ethernet WiFi Antenna Connector*
(Reverse SMA) Port (Configurable: LAN or (Reverse SMA)
WAN Default: LAN)

* - only on IBR6OOC-LPE

cradlepoint (10)
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This connector has four pin slots: power, ground, input, and output.
Connector pinout — view into router (rear view of cable connector):

Pin Definition Details Wire Color
1 Ground - Black

2 Power 9-33 vV DC Red

3 Input 3 V input high threshold (36 V tolerant) Orange

4 Output capable of sinking 250 mA Blue

cradlepoint

9/5117



User Manual / COR IBR600C-LPE/IBR650C-LPE 9/5/17

EXTENSIBILITY DOCK INSTALLATION INSTRUCTIONS

1. Remove modem door (C) from dock (A).

2. Insert activated SIM(s) into MC400 modem (B).
3. Slide MC400 modem (B) into modem dock (A).
4. Attach modem door (C) using M3 screws (D).

5. Remove dock port protective cover. With the
dock port of the router facing the dock, slide the
mounting flange(s) of the router (E) into the guide
rails of the dock (A).

6. Fully seat the dock connectors and align the
router/dock holes.

3 Router
mounting
flange

7. Secure router to dock using four M5x8 screws (F),
then secure dock to mounting surface using four
mounting screws (G) (not supplied). For high-
vibration environments, Cradlepoint recommends
using thread locker.

NOTE: Do not place router antennas and
MC400 antennas immediately adjacent.
Cradlepoint recommends remotely

attaching one or both sets of antennas.

cradlepoint ®
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EXTENSIBILITY DOCK HARDWARE AND DIMENSIONS

12345678910
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10/100 Ethernet Ports Rear view GPIO Connector*

GPS Connector (SMA) Dock to Router Connector

=

= | — —n|

3G/4G Antenna Front view 3G/4G Antenna

Connector (SMA) Connector (SMA)

0.25 ,7 “
B I | ] Y |1 10 0 | N
(M4 screw hole)*4 on top
- [ [
(D4.2 hole)*4 on flange
O O
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g -
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Top view Bottom view

* - See Appendix A for Pinout information
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LEDS

INDICATOR BEHAVIOR

| POWER The Cradlepoint IBR600C-LPE/IBR650C-LPE must be powered using an approved 12

O V DC power source.
Blue = Powered ON.
No Light = Not receiving power. Check the power switch and the power source
connection.

’4;? WiFi BROADCAST Indicates WiFi activity (IBR6OOC-LPE only).
Green = WiFi is on and operating normally.
Amber = Attention. Open the administration pages and check the router status.

Y INTEGRATED OR USB MODEM Indicates information about the integrated modem or
attached USB modem.

Green = Modem has established an active connection.
Blinking Green = Modem is connecting.
Amber = Modem is not active.
Blinking Amber = Data connection error. No modem connection possible.
Blinking Red = Modem is in the process of resetting.

Yl SIGNAL STRENGTH Blue LED bars indicate the active modem'’s signal strength.

1

4 Solid Bars = Strongest signal.
1 Blinking Bar = Weakest signal. (A blinking bar indicates half of a bar.)

Other ADDITIONAL LED INDICATIONS
Several different LEDs blink when the factory reset button is detected.
Two of the modem LEDs blink red in unison for 10 seconds when there is an error
during NCOS upgrade.

SUPPORT AND WARRANTY

CradleCare Support available in the US and Canada with technical support, software upgrades, and advanced
hardware exchange: 1-, 3-, and 5-year options.

Three-year limited hardware warranty available world-wide on IBR600C-LPE/IBR650C-LPE series products when
purchased from an approved Cradlepoint Partner or Distributor — extend warranty to five years.

cradlepoint ®
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QUICK START

BASIC SETUP

1. Insert an activated SIM

A wireless broadband data plan must be added to your Cradlepoint IBRS00. Wireless broadband data plans are
available from wireless carriers such as Verizon, AT&T, Sprint, EE, and Vodafone. The SIM must be provisioned
with the carrier. Contact your carrier for details about selecting a data plan and about the process for
provisioning your SIM.

Once you have an activated SIM, insert it into the integrated modem. Insert the SIM card into the slot marked
SIM 1 (use the other slot, SIM 2, for a secondary/backup SIM).

To insert or remove SIM card:

1. Remove dual SIM cover.

2. Insert SIM card notch-end first with metal contacts down.

3. Replace dual SIM cover.

Note: Device will not power on without cover in place.

2. Attach the WiFi and modem antennas

Attach the three WiFi antennas (included) and two modem antennas to the connectors. Antennas are jointed,
which enables you to position them for optimal signal. To attach, hold the antenna straight and twist the base
of the antenna to connect, folding the joint if needed. NOTE: Ensure that the router antennas are not near metal
or other RF reflective surfaces.

3. Connect to power source
Wire power cable to 9-33 V power source. (AC power supply sold separately.)

ACCESSING THE ADMINISTRATION PAGES

Once you are connected, open the Cradlepoint IBR600C's GUI-based
administration pages to make configuration changes to your router. di §t FREEPNSe
1. Open a browser window and type “cp/” or “192.168.0.1" in the EF!;EPG epomn

address bar. Press ENTER/RETURN. ‘Te'a““*mﬁ“ﬁﬁmﬁiﬂm”H‘HH M
2. When prompted for your password, type the eight character Seril: WAYYWWXOXXX

DEFAULT PASSWORD found on the product label. U0 AL
NOTE: The product label shown is an example only: your DEFAULT I LA
PASSWORD and SSID will be unigue. MH.UJMUUJDHLLMMHH””“H I
It's possible — and more efficient — to do all your configuration 1D BR00401 @ TORE0EI000
changes through Cradlepoint NetCloud Manager (NCM) without bl e Ay i A Mo A
|Ogg|ng iﬂtO the |Oca| administl’ation Dages. Set UD a gI’OUD Of I’OUterS ;r;ij:fesﬂse:\::ze:\recewed,|nc|udmg|nler1erencetha(maycauseundes\redcperahon
and set the configuration for all of them at once. See below for more FCTS%AS’&’EE?&’ET“ C € “@2"5 E
information about NCM. Conting (CHA1TOMCT4SS ITE, —

Made in Taiwan 12V===2.0A HW: 1.0 E467298 cradlepoint.com

FIRST TIME SETUP WIZARD

When you log in for the first time, you will be automatically directed to the FIRST TIME SETUP WIZARD, which
will walk you through the steps to customize your Cradlepoint IBR600C. You have the ability to configure any of

cradlepoint ®
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the following:

Administrator Password

Time Zone

WiFi Network Name

Security Mode

Access Point Name (APN) for SIM-based modems

Modem Authentication

Failure Check
If you are currently using the router's WiFi network, you will need to reconnect your devices to the network
using the newly established wireless network name and password.

NOTE: To return to the First Time Setup Wizard after your initial login, select SYSTEM from the navigation bar,
expand Setup Wizard, and select First Time Setup.

USING NETCLOUD MANAGER

Rapidly deploy and dynamically manage networks at geographically distributed stores and branch locations with
NetCloud Manager, Cradlepoint's next generation management and application platform. NetCloud Manager
(NCM) integrates cloud management with your Cradlepoint devices to improve productivity, increase reliability,
reduce costs, and enhance the intelligence of your network and business operations.

Click here to sign up for a free 30-day NCM trial.

Depending on your ordering process, your devices may have already been bulk-loaded into NCM. If so, simply
log in at cradlepointecm.com using your NCM credentials and begin managing your devices seamlessly from the
cloud.

If your device has not yet been loaded into your NCM account, you need to register. Log into the device
administration pages and select NetCloud from the SYSTEM menu. Enter your NCM username and password, and
click on “Register™.

Once you have registered your device, go to cradlepointecm.com and log in using your NCM credentials.

For more information about how to use Cradlepoint NetCloud Manager, see the following:
Getting Started
NCM on the Knowledge Base

cradlepoint 1)
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ADMINISTRATION PAGES

Quick Links
Dashboard
Connection Manager
Status

Networking
Security

System

QUICK LINKS

Quick Links allows you to bookmark your most commonly-used settings. Simply click on the bookmark icon (m)
to add an item to your Quick Links menu. To remove an item from your Quick Links menu, select the item and
click on the remove bookmark icon ().

Router Security Local Networks Local Networks
ECM Registration WiFi Radio #1 (2.4GHz) WiFi Radio #1 (2.4GHz)
WiFi Radio #1 Settings (2.4 GHz) WiFi Radio #2 (5GHz) WiFi Radio #2 (5GHz)
WiFi Radio #2 Seftings {6 GHz) Ethemet Ports Ethemet Ports
Quick Links Menu Add Quick Link Delete Quick Link
Device Information The Dashboard is a centralized location for
basic information about the status of your
u IBRI0OOLPE "I.llll WA164100000065 ﬂ v6.2.0 (Thu Sep 15 14:.04:11 .
) BT router. The areas include:
(b 0 days, 0 hours, 14 mins @ 00:30:44:22:33:c0 @ 2% D . I f t
evice Information
D arsgscon oS - Ethernet WAN*
Time)
Modems*
295 Ethernet WAN 7 all Modems /= WWAN ’ : WWAN*
wan (10/100/1000 Ethernet Switch) » all Intemnal LPS (SIM1 - Verizon) No WWAN Devices Detected * Ethernet |_AN)'=
E‘;}f g&%"ec‘e“ » all Internal LP6 (SIM2 - NO SIM) . W|F| LAN*
BT 2 o
Giowar. 1731001 . *-To quickly edit settings for any of these
v areas, click on the pencil icon (#) in the top-
% LAN (clints: 1) ;= wr . right of the desired dialog box.
Guas LAN-192 168 1011265265 2650 SSID IBRe00.2c0.50_ Ratio 2 You may return to the Dashboard at any time
ER;;? §GT°EM §2ﬁ&"n?iopn ?NSS& by clicking on DASHBOARD from the left menu
ermary Lo 162 168011265255 2550 Ciapnell el or by clicking on the Cradlepoint logo at the
i ress: lone Network:
e Aimin Access DHCP SSID: IBRO00-p - Radio 1 tOD'left of the screen.
VRRP State: Disabled gg:mz}. ;1? .
Contention. 100%

TransmitPower:  No
Channel Locked: ~ WPA2 Personal
Security Primary LAN
Network

cradlepoint ®
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CONNECTION MANAGER

The router can establish an uplink via Ethernet, WiFi as WAN, or 3G/4G modems (removable or external USB).
If the primary WAN connection fails, the router will automatically attempt to bring up a new link on another
device: this feature is called failover. If Load Balance is enabled, multiple WAN devices may establish a link
concurrently.

WAN INTERFACE PROFILES & PRIORITY

This is a list of the available interfaces used to access the Internet. You can enable, stop, or start devices from
this section. Drag the priority icon ( =¢ ) up or down to set the interface the router uses by default and the order
that it allows failover.

WAN Interface Profiles & Priority
€ Add
Availability
Profile Name Conditions
v | L +
— Ethernet type is Ethemnet M O O @ o 8 0
S 2f Ly Ethernet WAN (V1D: 1) {Connected) M OO & o & ¢
=: 1l LTE-only Medems type is Modem + tech is LTE M O 0 9 @ & @
S: Il LTE/3G Multi-mode Modems type is Modem + tech is LTE/3G M O 0O @ @ g 0
= Ll L Internal LP6 (SIM1 - Verizon) (Available) M OO @ g & @
= | L Internal LP6 (SIM2 - NO SIM) (SIM error- NOSIM) M OO0 @ o 8 0
= 2 WiFias WAN type is WWAN M OO 9 @ a8 9
= Il 3Gonly Modems type is Modem + tech is 3G M OO 9 @ & 0
Availability Key
+ Enable 0T Load Balance (=3} WAN Verify A Data Usage
¢ standby ® 0On Demand + Failback
STANDBY

Standby is used to decrease failover time from one WAN interface to another. When Standby is enabled for a
WAN profile or interface, the relevant interfaces are kept in a connected-but-idle (minimal, non-routed traffic)
state. When the current WAN connection is disrupted, the traffic will failover to the next priority WAN. If that
interface is on Standby, the connection is already established and failover will take much less time.

Note that the current connected interface(s) is/are indicated by a green connection state. For interfaces on
Standby, the interface is indicated by a yellow connection state. If the interface is indicated in red, the interface
is not currently connected or in Standby.

Standby is used to enable faster failover times only. If you want to manage traffic to a specific WAN interface,
you will need to use WAN Affinity. If WAN Affinity is enabled for a particular profile or interface, do not enable
Standby for that profile or interface as the failover results may vary and be unexpected.

cradIEDOInt ©2017 Cradlepaoint. All Rights Reserved. | +1.855.813.3385 | cradlepoint.com @
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LOAD BALANCE

To enable Load Balancing, select the check box for each desired device. If this is enabled, the router will use
multiple WAN interfaces to increase the data transfer throughput by using any connected WAN interface
consecutively. Selecting Load Balance will automatically start the WAN interface and add it to the pool of WAN
interfaces to use for data transfer. Turning off Load Balance for an active WAN interface may require the user to
restart any current browsing session.

From WAN Management, select the Load Balance Algorithm
from the following dropdown options: WAN Management

* Round-Robin: Evenly distribute each session to the

available WAN connections.
. . Load Balz Algonthm: | Spill
- Rate: Distribute load based on the current upload and oad Balance Algorithm: | Spillver -

download rates. A WAN device's upload and download Eot”"dﬂobm
bandwidth values can be set in CONNECTION MANAGER. =
pillover
o Spillover: This was the default algorithm in older (version Data Usage

3) firmware. Load is always given to devices with the most
available bandwidth. The estimated bandwidth rate is
based on a combination of the upload and download configuration values and the observed capabilities of
the device.

- Data Usage: This mode works in concert with the Client Data Usage feature.

The router will make a best effort to keep data usage between interfaces at a similar percentage of the assigned
data cap in the data usage rule for each interface, rather than distributing sessions based solely on bandwidth.
For proper functioning you need to create data usage rules for each WAN device you will be load balancing. Make
certain to select the “Use with Load Balancing” checkbox in the data usage rule editor.

ON DEMAND

Typically, modem connections are not always on.

When the On Demand mode is selected a connection | &% WAN Management o9

to the Internet is made as needed. When On Demand Enable On Demand Mode: ]

is not selected a connection to the Internet is WAN Verify | gtz Connected: A

always maintained. Failback Maximum Idle Time: . 5 minutes
Data Usage

WAN VERIFY

If this is enabled, the router will check that the highest priority active WAN interface can get to the Internet
even if the WAN connection is not actively being used. If the interface goes down, the router will switch to the
next highest priority interface available. If this is not selected, the router will still failover to the next highest
priority interface but only after the user has attempted to get out to the Internet and failed.

Idle Check Interval: The amount of time between ° WAN M i o
each check. (Default: 30 seconds. Range: 10-3600 anagemen

seconds.) % IPv4 Failure Check

Monitor while connected: (Default: Off) Select from | rapack | '4's Check Interval O 30| seconds
the following dropdown options: Data Usage | Menitor while conncted: off
« Passive DNS (modem only): The router will take
no action until data is detected that is destined IPv6 Failure Check
for the WAN. When this data is detected, the Idle Check Interval: 0 30 | seconds
data will be sent and the router will check for Mornitor while connected: off

received data for two seconds. If no data is
received the router behaves as described below
under Active DNS.

cradlepoint ®
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e Active DNS (modem only): A DNS request will be sent to the DNS servers. If no data is received, the DNS
request will be retried four times at five-second intervals. (The first two requests will be directed at the
Primary DNS server and the second two requests will be directed at the Secondary DNS server.) If still no
data is received, the device will be disconnected and failover will occur.

* Active Ping: A ping request will be sent to the Ping Target. If no data is received, the ping request will be
retried four times at five-second intervals. If still no data is received, the device will be disconnected and
failover will occur. When “Active Ping" is selected, the next line gives an estimate of data usage in this
form: “Active Ping could use as much as 9.3 MB of data per month.” This amount depends on the Idle Check
Interval.

o Off: Once the link is established the router takes no action to verify that it is still up.

FAILBACK
This is used to configure failback, which is the ability to go back to a higher priority WAN interface if it regains
connection to its network.

Select the Failback Mode from the following options:

Usage £ WAN Management 00
Ti On Demand | Failback Mode Usage

I'me WAN Verify Usage Threshold Custom
Disabled ——

Rate: . 20 KB/s

Data Usage | _ .
ime Period . 90 seconds

Usage Threshold: Fail back based on the amount
of data passed over time. This is a good setting for Immediate Mode: |
when you have a dual-mode EVDO/WiMAX modem
and you are going in and out of WiMAX coverage.
If the router has failed over to EVDO it will wait until you have low data usage before bringing down the EVDO
connection to check if a WiMAX connection can be made.

High (Rate: 80 KB/s. Time Period: 30 seconds.)

Normal (Rate: 20 KB/s. Time Period: 90 seconds.)

Low (Rate: 10 KB/s. Time Period: 240 seconds.)

Custom (Rate range: 1-100 KB/s. Time Period range: 10-300 seconds.)
Time: Fail back only after a set period of time. (Default: 90 seconds. Range: 10-300 seconds.) This is a good
setting if you have a primary wired WAN connection and only use a modem for failover when your wired

connection goes down. This ensures that the higher priority interface has remained online for a set period of
time before it becomes active (in case the connection is dropping in and out, for example).

Disabled: Deactivate failback mode.

Immediate Mode: Fail back immediately whenever a higher

priority interface is plugged in or when there is a priority 0 WAN Management o
change. Immediate failback returns you to the use of your 3;;51::‘: B vy ey

preferred Internet source more quickly which may have Failback Manitor Monthly Usage: =

advantages such as reducing the cost of a failover data plan, Cycle Start Day of Month: 1

but it may cause more interruptions in your network than Monthly Usage Cap: MB

Usage or Time modes.

Use with Load Balancing
Shutdown on Cap:

Alert on Cap:

RO Od

DATA USAGE
Data Usage displays upload and download traffic for each LAN
client. Check Monitor Monthly (or Weekly or Daily) Usage

Custom Alerts
Customn Alert Percentages

Example: "50,80,90,110" (values

to begin tracking this information. This data is not retained can exceed 100%)
(Triggers alerts when 50, 80, 90,
between router reboots. 110% of usage cap is used)

cradlepoint o)
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For Monthly and Weekly you are able to specify the day to start each cycle (e.g. the 1st or Tuesday,
respectively).

Usage Cap: Enter a Cap amount in Megabytes. 1024 Megabyte is equal to 1 Gigabyte.

Use with Load Balancing: When checked, the Load Balancing feature is allowed to use the thresholds and
metrics of this rule when making balance decisions. This causes Load Balancing to spread the data usage
between interfaces according to the assigned usage rather than bandwidth. This is a best effort to keep

all interfaces with these rules at a similar percentage utilization of data (e.g. 10%, 50%, 90%) as the cycle
progresses, rather than quickly using 100% of a fast 1 GB capped interface while using only a fraction of a slow
10 GB capped interface, thus leaving the rest of the cycle with only the slow interface. The Data Usage algorithm
on the WAN Affinity/Load Balancing page must be selected or this checkbox has no effect.

Shutdown on Cap: When checked, the WAN device will shutdown when the assigned usage is reached. A cycle
reset or a rule deletion will re-enable the device.

Alert on Cap: An email alert will be generated and sent when the assigned data cap is reached. NOTE: The SMTP
mail server must be configured in System > Device Alerts.

Custom Alerts: Check to enable custom alerts at specified percentage

of usage cap. WAN Management

Custom Alert Percentages: Example: *50,80,90,110" (values can

exceed 100%) (Triggers alerts when 50, 80, 80, 110% of usage cap is LoadBalance

used)

NOTE: To enable data usage, check Data Usage Enabled from WAN Data Usage Enabled: m
Management.

cradlepoint 1)
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STATUS

Internet
Local Networks M
Client List
Tunnels
Firewall
Routing Client List
Ethernet Tunnels
GPS

System Logs

Internet

Firewall
Routing
GPIOs
Ethemet
GPS

System Logs

CONNECTIONS

Select your device to reveal
detailed information about the
following device properties:

Summary

Modem

Cellular Network
General Information
Statistics

Device List

[1  Ethemet WAN (VID: 1)
[1] Internal LP6 (SIM1 - Verizon)
[] Internal LP6 (SIM2 - NO SIM)

cradlepoint

Local Networks

M

Internet

Connections

Client Data Usage
Statistics
QoS

Device Information: Internal LP6 (SIM1)
I
Summary
Modem
Cellular Network
General Information

Statistics

9/5117
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Property Value

=l Summary
State
Manufacturer
Model
Modem Firmware Version
Registered Carrier
Home Carrier
Roaming Status
Signal Strength
RSSI
SINR
RSRP
RSRQ
Mobile Directory Number
MEID
IMEI
Current APN

available
Cradlepoint Inc.
Internal LP& (SIM1)
SWI9X30C_02.05.07.
Verizon Wireless
Verizon

Home

100 %

-73 dBm

7.6 dB

-97 dB

-11 dB

VZWINTERNET

cradlepoint

oy e

Summary

= Modem
Manufacturer
Product
Model
Supported Technolegies
Firmware Version
Package Version
Mobile Directory Mumber
ESN/IMEI
MEID
IMEI
ICCID

Mobile Subscriber Identifi__

IMSI

PRI ID

PRI Version

PIM Status

SIM Card Lock
Chipset
Hardware Version

Temperature

©2017 Cradlepoint. All Rights

Cradlepeint Inc.

Internal LPE (SIMT1)

Internal LPE (SIMT1)

Ite/3g

SWISX30C_D2.05.07.00 r5154 CARM
02.05.07.00_VERIZON,002.008_002

85 | cradlepoint.com @
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" —

Summary
Modem Summary
[=| Cellular Network Maodem

Home Carrier Verizon

Roaming Status Home Cellular Network

Carrier Status up

Connection State Active [=] General Information
SR o Unique Identifier c760b5b7
RSSI -53 dBm Port int1
SINR 19.4dB

RSRP -80 dB T‘:pr mdm
RSRQ 12dB Model Internal LPG (SIM1)
Profile 1 vZwims Interface pm|p1
Profile 2: vzwadmin

Profile 3: VZWINTERNET MTU 1428
Profile 4 vZwapp

Profile 5 vzw300

Profile 9 vZwims SIJITII‘I'IBW

Profile 10 vzwadmin

Profile 11: VZWINTERNET Modem

Profile 12: vZwapp

Profile 13: Cellular Network

Cell ID 2965526 (0x2d4016)

Operating Mode Online General Information

System Mode LTE ..

IMS Registration State In Progress [l Statistics

Ps State Attached Outgoing Bytes 288093
PRL Version 15414

RF Band and 4 Incoming Bytes 144940
Bandwidih 10 MHz Connection Uptime 0:08-:00
RX Channel 2000

TX Channel 20000

LTE Tx Power -3.0 dBm

RX Frequency Band 2110-2155 MHz

TX Frequency Band 1710-1755 MHz

EMM State Registered

EMM Sub State Normal Service

EMM Connection State RRC Connected

Network Address Identifier (NAI) _

Profile 0 Enabled

Home Address 0.0.0.0

Primary Home Agent 255.255.255.255

Secondary Home Agent 255.255.255.255

MN-AAA SPI 2

MN-HA SPI 300

MN-AAA S8 Set

MN-HA SS Set

Reverse Tunneling 1

EVDO AAA Auth Status Mot Requested

Home PLMN ID 311480

Tracking Area Code 2817

-
cradlep(JInt ©2017 Cradlepoint. All Rights Rese 3385 | cradlepoint.com @
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CLIENT DATA USAGE
Displays the following client information:

Client Data Usage
Name

Dty e [Name [P [mac | Uploaded | Downioaded | LestTrafc |

Data Uploaded pburoughs ~ 192.168.0.132  34:e6:d7:43:5d:df  0.18 MB 0.20 MB 913 12:14
Data Downloaded

Last Traffic
To reset information, click Reset Statistics.

STATISTICS
Statistics can be gathered at variable Sample Rate and Sample Size for the following areas:

Wireless Device
Data Usage
Failover/Failback/Load Balance

Wireless Device

Sample Rate 200 Samples/Hour Sample Size 100 Samples

Time
2015-08-05 2015-08-05 2015-08-05 2015-08-05 2015-08-05 2015-08-05 2015-08-05 2015-08-05 2015-08-05 2015-08-05 2015-08-05
101742 102000 102300 10:26:00 10:29:00 10:32:00 10:35:00 10:38:00 10:41:00 10:44:00 10:47:00

5654

-57.04 ‘ ‘ ‘
-57.54 ‘
-58.0+

,:% 585
=]
=001

w
A 5954
N ‘

»r

-60.0+

61.04
615+ |
-620-

®sig m

501 ‘ ‘

o 054
= 00
Wos 1+ + e
20150805 20150805 20150805 20150805 20150805 20150805 20150805 20150805 20150805 20150805 20150805
104742 102000 102300 102600 102900 10:32:00 10:35:00 103800 10:41:00 10:44:00 1047-00

Time

@ sir

cradlepoimnt | cradiepoint.com €9
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Data Usage

Sample Rate: 200 Samples/Hour Sample Size:

900+
800+
7004
600

5004
m

4004

3004

2004

1004

100 Samples

A x A '
/I‘.\v, ll'lff\'-'lf "\f."ﬁ"u"[\\f\fr\‘.j\‘\’!\I'

2015-08-05 20150805

101742 10:20:00

2015-08-05
10:29:00

2015-08-05
10:26:00

2015-08-05

10:23:00 10:32:00

@®wan_in @ wan_out

2015-08-05

Time

® lan_in

2015-08-05
10:47:00

2015-08-05
10:44:00

2015-08-05
10:41:00

2015-08-05
10:38:00

2015-08-05
10:35:00

@ lan_out

Failover/Failback/Load Balance

Sample Rate: 200 Samples/Hour Sample Size: 100 Samples

Gonnected

State

Discomnecietd-r——r————
2015-08-05 2015-08-05
101742 10:21:00

T
2015-08-05
10:24:00

L——
2015-08-05
10:27:00

T
2015-08-05
10:30:00

@ cihemet (2]

T T
2015-08-05

Time

@ mdm (modem 1)

— T
2015-08-05
10:45:00

T T
2015-08-05
10:36:00

— T
2015-08-05
10:42:00

| E——
2015-08-05

10:33:00 10:39:00

Q0S

Displays packets and bytes transmitted and
received by your Quality of Service (QoS) queues.
To enable and configure QoS, go to NETWORKING
> QosS.

cradlepoint

QoS

m Transmit (packets/bytes) Receive (packets/bytes)

Default 14551 213.70 KB 834 /231 41 KB
test 2974 30 KB 2671195 KB
©2017 Cradlepoint. All Rights Reserved. | +1.855.813.3385 | cradlepoint.com @
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Displays information about your local networks. To configure local networks, go to NETWORKING > Local

Networks.

Local Networks

e e

[ | Guest LAN: 192.168.10.1/ 255.255.255.0 cp
Primary LAN: 192.168.0.1 / 255.255.255.0 cp

lan

Local Networks

IPvd Addresses:
192.168.0.1/24

Broadcast:
192.168.0.255

YRRP State:
Disabled

WiFi (2.4 GHz): IBR300-pb
Type: Wian

Interface: ath0D

Link Arp Type: ether

State: Forwarding

WiFi (5 GHz): IBR900-ac0-5g
Type: Wian

Interface: ath10

Link Arp Type: ether

State: Forwarding

VLAN: 2-lan: Port{s): 1U, 2U
Type: Ethemnet

Interface: ethD.2

Link Arp Type: ether

Link Type: vlan

State: Forwarding

cp

State:
Link State: unknown

Link Flags: broadcast, multicast,

up, running, lowerup

State:
Link State: unknown

Link Flags: broadcast, multic ast,

up, running, lowerup

State:
Link State: up

Link Flags: broadcast, multicast,

up, running, lowerup

e T—— e —

[+ | Guest LAN: 152.168.10.1 / 255.255.255.0
=l Primary LAN: 192.168.0.1/ 255.255.255.0

lan

Incoming Stats:
Total: 0.00 B
Drops: 0.00 B
Errors: 0.00 B
Packets: 0.00 B

Outgoing Stats:
Total: 0.00 B
Drops: 0.00 B
Errors:- 0.00 B
Packets: 0.00 B

Incoming Stats:
Total: 0.00 B
Drops: 0.00 B
Errors: 0.00 B
Packets: 0.00 B

Outgoing Stats:
Total: 0.00 B
Drops: 0.00 B
Erors: 0.00 B
Packets: 0.00 B

Incoming Stats:
Total: 3.90 MB
Drops: 4.00 B
Errors: 0.00 B
Packets: 22.41 KB

Outgoing Stats:
Total: 28.07 MB
Drops: 0.00 B
Errors: 0.00 B
Packets: 20.33 KB

cradlepoint
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Display_s informa.tion about Wireless Clients
your Wireless, Wired, and

Horspo Chens.and tows | e S N

you to Kick Wireless Clients, [ ] I B 202 11n, 20 MHz, 63 Mbps, 2.4 0:02:18 BIcu:kIIAC
block MAC addresses of both | Wired Clients

wirelessang ired clencs, | [ O

and Revoke Hotspot Clients. | pburougns
pburroughs — — m

Hotspot Clients

T

No HotSpot Clients

e NETCLOUD ENGINE

Internet Displays status of configured NetCloud
Local Networks Engine tunnels. To add and configure
CP Secure VPN Tunnels, g0 to

NETWORKING > Tunnels > CP Secure
Tunnels VPN

Client List

NetCloud Engine
CP Secure VPN
IPSec VPN
OpenVPN

GRE

CP SECURE VPN

Displays status of your CP Secure
VPN Tunnels. To add and configure
CP Secure VPN Tunnels, go to
NETWORKING > Tunnels > CP Secure
VPN.

IPSEC VPN
Displays status of your IPSec VPN IPSec VPN T |
Tunnels. To add and configure IPSec e¢ unnels

VPN Tunnels, g0 to NETWORKING >

Tunnels > IPSec VPN.
B W N N =

miytunnel Idle

cradlepoint 28
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OPEN VPN
Displays status of your OpenVPN Tunnels. To add and configure OpenVPN Tunnels, go to NETWORKING > Tunnels
> OpenVPN.

OpenVPN Tunnels

Connected/Updated Since Remote Address Local Address

mytunnel Thu Sep 3 12:25:24 2015 1234 0.0.0.0 148.15M 0.008 idle/down
GRE
Displays status of your GRE Tunnels. To add and configure GRE Tunnels, go to NETWORKING > Tunnels > GRE.
GRE Tunnels
m Transmit (packets/bytes) | Receive (packets/bytes)
mytunnel Tunnel Mot Alive 57 120.00 bytes 0/ 0.00 bytes 1476
FIREWALL

Displays information about your Firewall Connection Tracking States. To configure your firewall, select SECURITY
from the left navigation.

Connection Tracking States
[] Auto Update () Update %Y Flush
-
1 431971 ESTABLI.. seen_reply... 192.168.0... 216.115.1.. 216.115.1.. 172.15.0.216 59827
2| UDP 10 confirmed, ... 172.19.0.101  255.255.2... 67 255.255.2... 172.19.0.101 68
3| TCP 431950 ESTABLI... seen_reply... 192.168.0.... 6554225 .. 443 6554225 ... 172.19.0.216 59832
4| UDP 6 confirmed, ... 172.19.0.118 255.255.2... 67 2552552 . 172.19.0.118 68
5| UDP 14 confirmed, ... 172.195.0.148 2552552 . 67 26562652 . 172.15.0.148 68
6| UDP 27 confirmed, ... 172.19.0.111 2552552 . 67 2662652 . 172.19.0.111 68
7| UDP 1 confirmed, ... 172.19.0.119  255.285.2... 67 255.255.2... 172.19.0.119 68
8| UDP 0 confirmed, ... 172.19.0.94 2552552 . 67 2662652 . 172.19.0.94 68

et
cradIEDOInt ©2017 Cradlepoint. All Rights Reserved. | +1.855.813.3385 | cradlepoint.com
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ROUTING

Displays information about your
System, protocol, BGP, OSPF, RIP,
and RIPng Routes. To configure
these routes, go to NETWORKING >
Tunnels.

GPIO

Displays information about your
GPIOs. To configure GPIQOs, g0 to
SYSTEM > GPIO Configuration.

ETHERNET

System Routes

1.2.30
100.107.201.144
192.168.0.0
192.168.10.0
fedl:

30
24
24
64

“iface:tun0 0
9cdB58ae 0
primarylan 0
guestlan D
primarylan 256

System GPIO Status

GPIO 110 Direction Last Modified

Displays information about your Ethernet ports. To configure
Ethernet ports, go to NETWORKING > Local Networks >

Ethernet Ports.

cradlepoint

1 on power cable out GPIO 1 on power cable is low. 1969-12-31 17:00:16
2 on power cable in Disabled
1 on expander in Disabled
2 on expander in Disabled
3 on expander in Dizabled
4 on expander in Disabled
5 on expander in Dizabled
Ethernet
Port Link Status Link Speed
0 down none
1 up 100FD
2 down none

©2017 Cradlepoint. /

| Rights Reserved. | +1.855.813
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SYSTEM LOGS
Displays System Log information. To configure System Logging, go to SYSTEM > Administration > System
Logging.

pe to filter Type to filter Type to filter Type to filter

Thu Sep 3rd 12:29:19 2015 openvpn[919] INFO UDPv4 link remote: [AF_INET]1.2.3.4:1194

Thu Sep 3rd 12:29:19 2015 openvpn[919] INFO UDPv4 link local (bound): [undef]

Thu Sep 3rd 12:2%:19 2015 openvpn[919] INFO Preserving previous TUN/TAP instance: tunD

Thu Sep 3rd 12:29:19 2015 openvpn[319] INFO Re-using pre-shared static key

Thu Sep 3rd 12:2%:19 2015 openvpn[919] WARNING NOTE: the current --script-security setting may allow this cenfiguration ...
Thu Sep 3rd 12:29:17 2015 openvpn[919] INFO SIGUSR1[soft,ping-restart] received, process restarting

cradlepOInt ©2017 Cradlepoint. All Rights Reserved. | 35 | cradlepoint.com @
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NETWORKING e

Local Networks

VLAN Interfaces Local Networks
Tunnels VLAN Interfaces
Routing Tunnels

QoS Routing

DNS Servers QoS

WiFi as WAN DNS Servers
WAN Affinity WiFi as WAN
Client Data Usage WAN Affinity
NHRP Client Data Usage

NHRP

@
WIFI RADIO #1 (2.4GHZ)
Local Networks To edit your wireless network, select its name and click Edit.

LULENEE L LR PR e - B \ViFi Name (SSID): When users browse for available wireless networks, this is
Ethemet Ports the name that they will see. This name is referred to as the SSID (service set
identifier). For security purposes, Cradlepoint highly recommends that you change
this from the pre-configured name.

Hotspot Services
DHCP Server

Local IP Networks
MAC Filter & Logging

Hidden: This shows whether the router broadcasts its SSID. It is somewhat harder
for hackers to find and attack a router that is not broadcasting its SSID, which
adds to the wireless security, but it is also more difficult for friendly users to
attach to a WiFi network with a hidden SSID.

Isolate: Select this to isolate all wireless clients so they : .
cannot directly communicate with each other on the wireless &3 Edit SSID: IBR900-pb
network WiFi Mame (SSID): | IBR900-pb

WMM: WiFi Multimedia. This is a basic traffic shaping, or QoS Tdftg
(quality of service), system for the network. WMM works WI.;M: .
behind the scenes to set priorities for different types of traffic Enabled' .

on your network. For example, video streams are given higher Socurite Mode: [WAZ Pereo
priority than print jobs, since video streams need consistent WPA Settings '
throughput.

Enabled: Whether the network is available. WPA Password: | seessssesssssesrassensssseneess
) X X Re-key Interval: | 3600
Security Mode: You have several options for selecting a

security mode. The mode you choose depends on the security
features your wireless adapters support.

WPA?2 Personal

WPA | WPA2 Personal
WPA Personal

WPAZ2 Enterprise

WPA /| WPA2 Enterprise

Protected Management Frames: | Disabled

cradlepoint 2]
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WPA Enterprise

WEP Auto

Open
Select “Open” to create a hotspot: otherwise select the best security that your devices will support
(Cradlepoint recommends WPA2).
Depending on which Security Mode you select, there are different setup options.

“Personal” security modes require passwords.

“Enterprise” security modes are linked to a RADIUS server and require RADIUS authentication: IP, Port, and
Shared Key (Secondary IP and NAS ID optional).

“WPA2" (Personal or Enterprise) forces AES as the WPA Cipher.

“WPAJ/WPA2" and "WPA" (Personal or Enterprise) allow AES, TKIP/AES, and TKIP.
“WEP Auto” requires a WEP Key.

“Open” has no password or other security measures.

NOTE: If you don't know whether you should choose Personal or Enterprise, assume Personal since you need to
know RADIUS authentication for Enterprise.

In order to protect your network from hackers and unauthorized users, Cradlepoint highly recommends WPA2/
AES for security if your attached devices can support it. WEP and WPA/TKIP are obsolete and have been
replaced by WPA/AES. Using those security settings will cause the WiFi to limit to 802.11¢ modes.

NOTE: If you select one of the security modes and are unable to connect to the router afterwards, you can use
the reset buttons to reset the router to its factory default state and try a different security mode instead.

When you select WiFi Radio #1 (2.4GHz) from Local Networks, you have several additional options for
configuring your wireless LANs under the WiFi Settings heading.

Channel Selection Method: This controls how a WiFi channel
is selected.

User Selection — Manually set the channel

Random Selection — The router randomly sets the
channel

WiFi Settings
Channel Selection Method: | Smart Selection

Channel Selection Schedule: | Once

Client Timeout: | 300

TX Power: =) 100 %
Smart Selectlon (Defal_JIt_) —Scans to determine the - o287 | bytes
lowest interference WiFi channel ~
Fragmentation Threshold: =) | 2346 bytes
Channel Selection Schedule: When using the "Smart” channel DTIM: 8 ;
selection, this controls whether the router will periodically R 00 | me
rescan for a better channel and change to it. Select from St
ahort olot:

“Once,” “Daily,” “Weekly," or "Monthly." Note that there

. . . Wireless Mode: | 802.11 big/in
may be a momentary WiFi disconnection while the channel

Protection: | Auto

changes.
Airtime Faimess: []

Channel: (Shows if User Selection is selected.) The WiFi Channel Width: | 20 MHz
channel* corresponds to a frequency the router uses to Extended Channel- | Above
communicate with other devices. For 2.4 GHz, the range is MCS: | Auto
1to11,and 1, 6,and 11 do not overlap each other. Select a Short GI: 4
channel from the dropdown list: RADIUS Timeout- | 3600

1 (2412 MHZ) RADIUS Retry: | 60

2 (2417 MH2)
3 (2422 MH2)
4 (2427 MH2)
5 (2432 MH2)

cradlepoint 53]
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6 (2437 MH2)
7 (2442 MH2)
8 (2447 MH2)
9 (2452 MH2)
10 (2457 MH2)
11 (2462 MH2)

* - Channels listed above represent US/FCC settings. EU users will see different settings.

Client Timeout: If the access point is not able to communicate with the client it will disconnect it after this
timeout (in seconds).

TX Power: Normally the wireless transmitter operates at 100% power. In some circumstances, however, there
might be a need to isolate specific frequencies to a smaller area. By reducing the power of the radio, you can
prevent transmissions from reaching beyond your corporate/home office or designated wireless area.

RTS Threshold: When an excessive number of wireless packet collisions are occurring, wireless performance
can be improved by using the RTS/CTS (Request to Send/Clear to Send) handshake protocol. The wireless
transmitter will begin to send RTS frames (and wait for CTS) when data frame size in bytes is greater than the
RTS Threshold. This setting should remain at its default value.

Fragmentation Threshold: Wireless frames can be divided into smaller units (fragments) to improve
performance in the presence of RF interference and at the limits of RF coverage. Fragmentation will occur
when frame size in bytes is greater than the Fragmentation Threshold. This setting should remain at its default
value. Setting the Fragmentation value too low may result in poor performance.

DTIM: A DTIM is a countdown informing clients of the next window for listening to broadcast and multicast
messages. When the wireless router has buffered broadcast or multicast messages for associated clients, it
sends the next DTIM with a DTIM Interval value. Wireless clients detect the beacons and awaken to receive the
broadcast and multicast messages. The default value is 1. Valid settings are between 1 and 255.

Beacon: Beacons are packets sent by a wireless router to synchronize wireless devices. Specify a Beacon
Period value between 20 and 1000 milliseconds.

Short Slot: Slot Time is the period wireless clients use in determining if the channel is free for transmission.
Enabling this value allows clients that can utilize a shorter time to do so. Disabling this option forces all
clients to use a longer backoff check and thus may reduce network throughput while reducing the number of
transmission collisions.

Wireless Mode: Select the WiFi clients with which the router will be compatible. Greater compatibility is a
tradeoff with better performance. For greatest compatibility with all WiFi devices, select 802.11 a/b/g/n or
802.11 a/b/g/n/ac.
2.4 GHz options

802.11b

802.11 blg

802.11 a/b/g/n

802.11 b/g/n

802.11 n

Protection: In Auto mode the device will use protection to improve performance in mixed mode networks. Turn
protection off to maximize throughput with 802.11n clients.

Airtime Fairness: Airtime Fairness will attempt to balance air time between faster and slower wireless clients
to more fairly distribute bandwidth.
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Channel Width: Selects whether the router uses a single 20 MHz channel to send/receive, or uses two adjacent
20 MHz channels to create a 40 MHz channel. Higher performance is possible with the 40 MHz channel.
Selecting Auto is generally best. Enabling WiFi as WAN will force 20 MHz only mode.

Extended Channel: When operating in 40 MHz mode the access point will use an extended channel either below
or above the current channel. Optimal selection will depend on the channels of other networks in the area.

MCS: 802.11n uses multiple Modulation Coding Schemes to enable higher throughput in various environments.
Since clients can dynamically change rates depending on environment, selecting Auto is generally best.

Short GI: Short Gl is an optimization for shortening the interval between transmissions. May be incompatible
with older clients.

RADIUS Timeout: (Default: 3600 seconds) When using an Enterprise security mode clients will be forced to re-
authenticate with the RADIUS server at this interval in seconds. This allows administrators to revoke access so
when an attached client's authentication expires, the client must re-authenticate.

RADIUS Retry: (Default: 60 seconds) When using an Enterprise security mode, if a RADIUS query fails to
receive a response from the server it will delay by this interval (in seconds) before attempting another query.
This helps protect the network from floods of authentication requests if the RADIUS server is temporarily
unreachable.

ETHERNET PORTS

Ethernet Port Configuration provides controls for your router's Ethernet ports. There are two total ports: by
default, one WAN port and one LAN port. While default settings will be sufficient in most circumstances, you
have the ability to control: Mode (WAN or LAN) and Link Speed. Additional controls for WAN ports are available
in CONNECTION MANAGER.

Mode: WAN or LAN. By default there are two LAN (Local Area Network) ports and one WAN (Wide Area
Network) port.
Internet (WAN) is used as a possible source of Internet for the router
Local Network (LAN) is for connecting a computer or similar device directly to the router with an Ethernet
cable.
Link Speed: Default setting is Auto. The Auto setting is preferred in most cases.
Auto
10Mbps - Half Duplex
10Mbps - Full Duplex
100Mbps - Half Duplex
100Mbps - Full Duplex
1000Mbps - Full Duplex

Hotspot Settings
HOTSPOT SERVICES
Any of your networks can be enabled as a hotspot. Fotspot Mode: | Simple
To enable a hOtSDOt, you need to select a network Local IP Network: Unconfigured :: Configure
and set it as a hotspot in NETWORKING > Hotspot Allow Service on 3G/4G modems: []
Services. Disable Service if Ethemet []
Threshold is met:

NOTE: Although any network can be a hotspot, the

Rate: . 20 KBls
router allows only one hotspot.

Time Pericd: . 90 seconds
Hotspot Mode: Choose from the following dropdown

UDtiOﬂSZ Redirect HTTPS Requests: []

Hotspot/UAM Authentic ation Port: . 8000

cradlepoint 5]



User Manual / COR IBR600C-LPE/IBR650C-LPE 9/5/17

Simple: Allows “Terms of Use"” page and timeout settings controlled within the router
RADIUS/UAM: Allows you to set up external authentication servers

Local IP Network: A single LAN Group — including both WiFi and Ethernet — can be configured as your hotspot.
If you do not already have a LAN Group configured as a hotspot, click Configure and set the IPv4 Routing Mode
to “Hotspot” for the LAN Group you want to use.

NOTE: Routing Mode is in the Primary LAN Editor under the IPv4 Settings tab. Select a network in
NETWORKING > Local IP Networks and click Edit to open the Primary LAN Editor.

Allow Service on 3G/4G Modems: Allows you to enable or disable hotspot access to the Internet over a modem.
This is often used if the router has a main wired link and a secondary modem for failover (typically with a more
expensive/limited data plan). Select this option if you want the router to allow data traffic over the modem if
the wired connection goes down.

Disable Service if Ethernet Threshold is met: This will block hotspot use of the WAN when the threshold is
met. This can be used if the router is being used as a backup failover connection to another router with a wired
connection. If that other router's wired connection goes down and it starts using this router for its primary
connection, then disable hotspot use of the WAN connection. Set the limiting Rate (KB/s) and Time Period
(seconds).

Redirect HTTPS Requests: This allows initial requests to HTTPS websites to be redirected appropriately.

Hotspot/UAM Authentication Port: Default: 8000. Type in a different port number, or use the slider to change
the port.

Simple Mode Settings

Display: This section allows you to choose if a “Terms
of Use” page will be given to the user connecting to the e
hotspot. P

Internal Terms of Use. Fill in your own terms of use.

External Terms of Use. Specify a URL that has the
Terms of Use page. Users will automatically be directed
to this page.

No Terms of Use. Redirect Only.

Simple Mode Settings

Redirection on Successful Authentication: Depending on
your choice for the “Terms of Use" page, your have further
options for where the user will be directed. After the user
accepts the terms, you can either let him/her continue to I — 02
the URL they were trying to reach or you can force the user et e+ e
to go to a specified URL once before continuing on. Bt vy & @ | e p=toLnn

To the URL the user intended to visit
To an administrator-defined URL

Redirection On Successful Authentication: | To the URL the user ntended 1o visit.

Session Timegut. 0 60 Mins (0 = Disabled)

Redirect URL: If you have chosen to send users to an administrator-defined URL, you will need to specify the
address.

Session Timeout: (Default: 60 minutes.) The amount of time the user may use the router before being forced to
authenticate again.

Idle Timeout: (Default: 15 minutes.) If the user is idle for this amount of time, make them re-authenticate.
Bandwidth (upload): (Default: 512 Kbits/sec.) The data rate limit for users uploading data through the hotspot.

Bandwidth (download): (Default: 1024 Kbits/sec.) The data rate limit for users downloading data through the
hotspot.
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Allowed Hosts/Domains Prior to Authentication

Adding hostnames to this list will allow access from your
network to any external domain or website prior to being O Add
authenticated. For example, a hotel might allow access to

Click Add to enter new hostnames you wish to allow. [J| *.company.com

Allowed Hosts/Domains Prior to Authentication

Enter the hostname or domain name of the website you
wish to allow, e.g. www.company.com or company.com. To allow all domain and sub-domain options, use a
wildcard, e.g. *.company.com.

Click Update to save your additions.

Authorized MAC Addresses
Authorized MAC Addresses
Add the MAC addresses of trusted machines. This gives them automatic & Add

access through the hotspot portal.

Click Add to enter new MAC Addresses you wish to allow.
]| aabb:cc:dd-eeff

Click Update to save your additions.

DHCP SERVER

DHCP stands for Dynamic Host Configuration Protocol. The built-in DHCP server automatically assigns IP
addresses to the computers and other devices on each local area network (LAN). In this section you can view a
list of assigned IP addresses and reserve IP addresses for particular devices.

Active Leases: A list of devices that have Active Leases
been provided DHCP leases. The DHCP server

automatically assigns these leases. This list will not Reserve
include any devices that have static IP addresses pourcughs  192168.0.132  34eB.d7.438d.df 12 hours, O mins
on the network. Select a device and click Reserve
to add the device and its IP address to the list of
Reservations.

Reservations: This is a list of devices with reserved Reservations

IP addresses. This reservation is almost the same @ Add
as when a device has o statlc |P aodrass except that
the UEVICe mUSt Stl” reqUESt an |P addreSS from the 1| host ABC:567:0:0:8888:9999:1111:0 aarbb:cc:dd:ee:ff true

router. The router will provide the device the same
IP address every time. DHCP reservations are helpful
for server computers on the local network that are hosting applications such as Web and FTP. Servers on your
network should either use a static IP address or a reservation.

While you have the option to manually input the information to reserve an IP address (Hostname, Hardware
Addr, IP Addr), it is much simpler to select a device under the Active Leases section and click “Reserve.” The
selected device's information will automatically be added under Reservations.

LOCAL IP NETWORKS
Local IP Networks displays the following information for each network:

Network Name, IP address/Netmask, and Enabled/Disabled (along the top bar)
Multicast Proxy (Enabled/Disabled)

DHCP Server (Enabled/Disabled)

DHCP Relay (Enabled/Disabled)
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Schedule (Enabled/Disabled — See the Schedule tab in | {ocal P Networks
the Local Network Editor) © aaa

VRRP Failover State (Disabled, Backup, or Master) D Primary LAN ez et Eretis

IPv4 Routing Mode (NAT, Standard, IP Passthrough,
Hotspot, Disabled)

IPvb Addressing Mode (SLAAC Only, SLAAC with

DHCP, Disable SLAAC and DHCP) Ij*?;euest";;; — — —
Access Control (Admin Access, UPnP Gateway, LAN s oy Usioka IS
Isolation) o Fet Fi (3G Pl 15

VRRP Failover Siate: Disabled
Routing Mode: nat

Attached Interfaces (Ethernet ports, WiFi, VLAN)

Click Add to configure a new network, Remove to delete o Ganko Discoed
a network, or select an existing network and click Edit to

view configuration options.

General Settings

Enabled: The network can be manually disabled or in - o
some specific situations may be automatically disabled to h o
K i e el Ll The network can be manually disabled or in some specific situations may be automatically disabled to work with
work with certain types of modems. IPva Seings | £=1ai types of modems )
IPV6 Settings Enabled
Name: The “name” property primarily helps to identify Interfaces Prosde 2 unique rame for tis network
this network during other administration tasks. fff;iim' H.,s::::
Hostname: The hostname is the DNS name associated e e
with the router’s local area network IP address. Schodulo
VRRP
STP
IPv4 Settings wired 8021

IP Address: This is the address used by the router for
local area network communication. Changes to this
parameter may require a restart to computers on this network.

Netmask: The netmask controls how many IP addresses can be used in this network. The default value is
usually acceptable for most situations.

IPv4 Routing Mode: Each network can use a unigue routing mode to connect to the Internet. The default of
NAT is desirable in most configurations.
NAT: Network Address Translation hides private IP addresses behind the router’s IP address.
Standard: Without NAT exposes the subnet addresses which requires them to be externally routable.

IP Passthrough: IP Passthrough passes the IP address given by the modem WAN through the router.
Hotspot, VPN, and GRE must be disabled. Any Wireless interfaces must be removed from this network in
order to enable IP Passthrough.

Hotspot: Provide Hotspot Services on this Network, requiring Terms of Service or RADIUS/UAM
authentication before WAN access will occur on both Wireless and Wired LAN connections.

IPv6 Settings
IPvb Address Source: The Address source has three settings. The default of Delegated is desirable in most
configurations.

Delegated: The address is provided by a router connected to this router's WAN.
Static: The address is provided by the router admin.
None: No use of an IPvé WAN address, IPv6 is disabled on the WAN.

cradlepoint



User Manual / COR IBR600C-LPE/IBR650C-LPE 9/5/17

IPvb Address: An IPv6 Address is a unique numerical label for a computer or device using the Internet Protocol
(IP). IPv6 addresses are typically in the format composed of 8 sets of 4 hexadecimal numbers. Leading zeros
can be ignored and the longest set of continuous zeros can be replaced with ::. For example, the IPv6 address
of 0001:0000:0234:5678:0000:0000:9abc:0def can be expressed as 1:0:234:5678::9abc:def.

Interfaces
Select the network interfaces which will be
attached to this network by either dragging

Select the network interfaces which will be attached to this network.

desired interface or clicking left or right arrows Available Interfaces Selected Interfaces

to move them between Available Interfaces and

Selected Interfaces.
WiFi (2.4 GHz): unconfigured =~

WiFi (2.4 GHz): unconfigured <

Access Control
UPNnP Gateway: Select the UPnP (Universal Plug
and Play) option if you want to enable the UPnP Gateway service for computers on this network.

Admin Access: When enabled users may access these admin pages from this network.

IPv4 DHCP
DHCP Server

Enable DHCP Server: When the DHCP server is Optionally provide custom DHGP seftings.
enabled, users of your network will be able to

. A DHCP Server
automatically connect to the Internet without Enable DHCP Server: [
any special configuration. It is recommended that

Range Start
you leave this enabled. Advanced DHCP server Range End
configuration is available at NETWORKING > Local Lease Time: & 220 min
Networks > DHCP Server. Cstom Options. [
ustom Uptions
Range Start: The starting IP address in the DHCP DHCP Relay

Server range is the beginning of the reserved pool Enable DHCP Relay: []
of IP addresses which will be given to any DHCP
enabled computers on your network. The default
value is almost always sufficient.

Range End: The ending IP address in the DHCP Server range is the end of the reserved pool of IP
addresses which will be given to any DHCP enabled computers on your network. The default value is
almost always sufficient.

Lease Time: The lease time specifies how long DHCP enabled computers will wait before requesting a
new DHCP lease. Smaller values are better suited to busy environments.

Custom Options: Send optional extra options to DHCP clients of this network. This can be used to, for
example, set the boot TFTP server of a network for disk-less clients.

DHCP Relay

Enable DHCP Relay: DHCP Relay communicates with a DHCP server and acts as a proxy for DHCP
broadcast messages that must be routed to remote segments. This is accomplished by converting
broadcast DHCP messages to unicast messages to communicate between clients and servers.

Multicast Proxy
Multicast Proxy: Enables IGMP proxying to allow Multicast Streams to flow across this network.

Quick Leave Mode: Disable guick leave mode if it's vital that the daemon should act exactly as a real multicast
client on the upstream interface. However, disabling this function increases the risk of bandwidth saturation.
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Altnet: If multicast traffic originates outside the upstream subnet, add address(es) to the “altnet” to define
legal multicast sources.

IPv6 Addressing
Address Configuration Mode: SLAAC stands for Stateless address autoconfiguration. A network can be configured
to use SLAAC only, or it can be configured to also use DHCPvV6 to provide ip addresses to clients.

DHCP Range Start: The DHCP Range Start is the beginning of the range that will be used for IPV6 DHCP
addresses. The IPv6 range will always start at 1.

DHCP Range End: The ending IP address in the DHCP Server range is the end of the reserved pool of IP addresses
which will be given to any DHCP enabled computers on your network.

IPv6 DHCP Lease Time: Specifies how long DHCP enabled computers will wait before requesting a new DHCP
lease.

Schedule
Enable Schedule Service: Enable the interface scheduler. A schedule allows an interface to be enabled or disabled
during specific hours of a day.

VRRP

Enable VRRP: Enable or disable VRRP. Enable VRRP: [
Virtual Router IP: IP Address of the Virtual Router. Virtual Router IP:
Virtual Router ID: Identifier of the Virtual Router. Virtual Router 1D
Router Priority: Failover priority of this router. The highest priority Router Pririty
router will take ownership of the Virtual IP. WAN Fault Priority:
WAN Fault Priority: This optional value sets the failover priority of this versementintenat
router when no WAN connection is available. If the value matches the Initial Virtual Router State: | Master
normal router priority, WAN connection state will not be considered. Authentication: | None
If the value is empty (the default), the router will always give up the

Virtual IP and let a new master take over when no WAN connection is Provide Virtual IP in DHGP []
available. leases:

Advertisement Interval: Sets the amount of time (in seconds) between
sending VRRP advertisements.

Initial Value Router State: This controls the initial failover state of the VRRP instance when it first comes up.

Authentication: VRRP Authentication Method. Note that VRRP Authentication has been deprecated as of RFC
3768.

Password: VRRP Group Password.

Provide Virtual IP in DHCP leases: Select this to automatically set the DHCP default gateway address and DNS
server address to the Virtual IP in DHCP leases provided on this netwaork.

STP
Enable STP: Enable Spanning Tree Protocol loop detection.

Wired 802.1X

Enable 802.1X: Require IEEE 802.1X Authorization.
Reauthentication Period: EAP reauthentication period in seconds.
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Auth Server IP Address: |IP address of the connected RADIUS
server.

Auth Server MAC Address: Hardware address of the connected
RADIUS server’s interface. NOTE: If you don't know the MAC
address for the RADIUS server, enter 00:00:00:00:00:00, and the

service will try to find the MAC address from the given IP address.

Port
Password

Acct Server IP Address: IP address of the connected RADIUS
server.

Acct Server MAC Address: This is the Hardware address of the
connected RADIUS server's interface. NOTE: If you don't know
the MAC address for the RADIUS server, enter 00:00:00:00:00:00,
and the service will try to find the MAC address from the given IP

9/5117

Configure 802.1X port-based network access control for this network.

Enable 802.1X: [

Reauthentication 600

Period:

Auth Server IP

Address- 127.0.01

Auth Server [ 40 nn-nn-nn-nn-
MAC Address- 00:00:00:00:00:00
Port: 1812

Password:

Acct Server IP

Addross- 127.0.01

Acct Server | nnon oo nonoan
MAC Address- 00:00:00:00:00:00
Port: 1813

Password:

address.

Port
Password

MAC FILTER & LOGGING

A MAC (Media Access Control) address is a unique identifier for a computer or other device. This page allows
you to manage clients by MAC address. You can filter clients by MAC addresses and/or keep a log of devices

connected to your router.

Filter Configuration

The MAC Filter allows you to create a list of devices that have either
exclusive access (whitelist) or no access (blacklist) to your local
network.

Enabled: Click to allow MAC Filter options.

Whitelist: Select either “Whitelist™ or "Blacklist” from a dropdown
menu. In *Whitelist” mode, the router will restrict LAN access to all
computers except those contained in the “MAC Filter List” panel. In
“Blacklist™ mode, listed devices are completely blocked from local
network access.

MAC Filter List (Whitelist or Blacklist)
Add devices to either your whitelist or blacklist simply by inputting
each device's MAC address.

NOTE: Use caution when using the MAC Filter to avoid accidentally
blocking yourself from accessing the router.

MAC Logging Configuration

Enable MAC Logging: Enabling MAC Logging will cause the router to
log MAC addresses that are connected to the router. MAC addresses
that you do not want to have logged (addresses that you expect to be
connected) should be added to the “lgnored MAC Addresses” list.

cradlepoint

Filter Configuration

Enable: A4
List Type:  Blacklist

MAC Filter List (Blacklist)

@ Add

[ =2abbicc:dd.eeff

MAC Logging Configuration

Enable MAC Logging: (A

Ilgnored MAC Addresses

@ Add

B MAC Address

[]| aabb:cc:dd-ee:ff
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You can configure the router to send an alert if a connected device has a MAC address that the router doesn't
recognize. Go to SYSTEM > Device Alerts to set up these email alerts.

Ignored MAC Addresses

This is the list of MAC addresses that will not produce an alert or a log entry when they are connected to the

router. These should be MAC addresses that you expect to be connected to the router. To add MAC addresses

to this list, simply select devices shown in the MAC Address Log and click “Ignore.” You can also add addresses
manually.

MAC Address Log

This shows the last 64 MAC addresses that have connected to the router, as well as which interface was used
to connect. The time/date that is logged is the time of the first connection. The page may need to be refreshed
to show the most recent log entries.

Double-clicking on entries from this list will add them to the Ignored MAC Addresses list.

A virtual local area network, or VLAN, functions as any
other physical LAN, but it enables computers and other | VLAN Interfaces
devices to be grouped together even if they are not @ Add

physically attached to the same network switch. mmm_
Ports
ou

To enable a VLAN, select a VID (virtual LAN ID) and a Ol wan 1 WAN
group of Ethernet ports through which users can access

) lan 2 LAN 1U 2U 3U 4U 5U 6U 7U 8U SU 10U 11U 12U
the VLAN. Then go back up to the Local Network Editor
to attach your new VLAN to a network. To use a VLAN,
the VID must be shared with another router or similar :
device so that multiple physical networks have access to O Edit wan
the one virtual network. VID: | 1
Click Add to create a new VLAN interface. To edit an Name (UID): | wan
interface, select the check box next to the desired Mode: | WAN
interface.

Configured Ports

@ Add
[]| Ethernet WAN Untagged
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@
CP SECURE VPN
Local Networks Configured, deployed, and managed from the cloud, CP Secure VPN delivers a virtual
VLAN Interfaces private data network that minimizes both cost and complexity. Unlike traditional
bulky head-end concentrator hardware solutions, CP Secure VPN allows IT managers
to secure their expanding Edge Networks using architectures that scale quickly and
are easy to maintain. For more information, visit cradlepoint.com.

Tunnels

CP Secure VPN
IPSec VPN
OpenVPN

GRE

NEMO Add/Edit Tunnel — General
L2TP Name: Give the tunnel a name that uniquely identifies it.

Click Add to configure a new CP Secure VPN tunnel; click Edit to make changes to an
existing tunnel.

Activation Username: Account username.
Activation Password: Account password.

Remote Gateway: US and European gateways associated with L& Add or Edit CPSVPN Tunnel:
activation username and password.

General

Port: Remote Secure port. Name

. . o Activation Usemame: | BEST (WPA2)
Certificate Name: Select the certificate used for authentication. e e

Certificates are managed in SECURITY/Certificate Management.

Activation Password: | ssssssesss
Remote Gateway

Tunnel Enabled: Enabled or Disabled. Port: | 443

Certificate Name:

NOTE: CP Secure VPN requires an NCM Prime subscription. For more

. . - . Ti | Enabled: 4
information, visit cradlepoint.com. e

IPSEC VPN

VPN (virtual private network) tunnels are used to establish a secure connection to a remote network over a
public network. For example, VPN tunnels can be used across the Internet by an individual to connect to an
office network while traveling, or by two office networks to function as one network. The two networks set
up a secure connection across the (normally) unsecure Internet by assigning VPN encryption protocols.

Cradlepoint VPN tunnels use IPsec (Internet Protocol security) to authenticate and encrypt packets exchanged
across the tunnels. To set up a VPN tunnel with a Cradlepoint

router on one end, there must be another device (usually a .

router) that also supports IPsec on the other end. L3 Add or Edit

IKE (Internet Key Exchange) is the security protocol in IPsec. IKE General

has two phases, phase 1 and phase 2. The router has several Tunnel Name:

different security protocol options for each phase, but the Anonymous Mode: [

default selections will be sufficient for most users.

The VPN tunnel status page allows you to view the state of Local identity:

the VPN tunnels. If a tunnel fails to connect to the remote site, S

check the System Logs for more information. You may double B o

click on a cell to directly edit that information. Authentication Mode: | Pre-Shared Key

Click Add to configure a new VPN tunnel: click Edit to make Pre-Shared Key.

changes to an existing tunnel. Mode: | Tunnel
Protocol: | Any

Add/Edit Tunnel — General Initiation Mode: | Qn Demand

Tunnel Name: Give the tunnel a name that uniquely identifies it. Enable Tunnel: [

cradlepoint ®
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Anonymous Mode: Select to allow remote connections from any IP address.
Responder Mode: When enabled, the router will not initiate negotiation with peers.

Local Identity: Specifies the identifier sent to the remote host during phase 1 negotiation. If left blank it will
default to the IP address of the WAN connection. Currently we only support identifiers in the form of an IP
address, a user-fully qualified domain name (user@mydomain.com) or just a fully qualified domain name (wWww.
mydomain.com). If the remote side of the tunnel is configured to expect an identifier, then both must match in
order for the negotiation to succeed. If NAT-T is being used, a single word (instead of an address) can be used if
a DynDNS connection is not being used.

Remote Identity: Specifies the identifier we expect to receive from the remote host during phase 1
negotiation. If no identifier is defined then no verification of the remote peer's identification will be done.
Currently we only support identifiers in the form of an IP address, a user-fully qualified domain name (user@
mydomain.com) or just a fully qualified domain name (www.mydomain.com). If left blank we will default to the
IP address of the WAN connection. If NAT-T is being used, a single word (instead of an address) can be used if a
DynDNS connection is not being used.

Authentication Mode: Select from Pre-Shared Key and Certificate. Pre-Shared Key is used when there is a
single key common to both ends of the VPN. Certificate requires the creation of a set of certificates and a
private key that can be uploaded to the router. Select Enable Certificate Support in the Global VPN Settings
section to upload a single set of certificates for the router to use.

Pre-Shared Key: Create a password or key. The routers on both sides of the tunnel must use this same key.

Mode: Select from Tunnel, Transport or VTI-Tunnel. Tunnel Mode is used for protecting traffic between
different networks, when traffic must pass through an intermediate, untrusted network. Transport Mode is
used for end-to-end communications (for example, for communications between a client and a server). VTI
Tunnel creates a virtual tunnel interface with a specified virtual IP address. This interface can then be added to
the zone firewall.

Initiation Mode: Always On or On Demand. Always 0n is used if you want the tunnel to initiate the tunnel
connection whenever the WAN becomes available. Select On Demand if you want the tunnel to initiate a
connection if and only if there is data traffic bound for the remote side of the tunnel.

Tunnel Enabled: Enabled or Disabled.

Add/Edit Tunnel - Local Gateway
IP Version: Select IPv4 or IPv6.

WAN Binding: WAN Binding is an optional parameter used to configure the VPN tunnel to ONLY operate when
the specified WAN device(s) are available and connected. An example use case is when there is a router with
both a primary and failover WAN device and the tunnel should only be used when the system has failed over to
the backup connection.

Make a selection for “When,"” *Condition,” and “Value" to create a WAN Binding. The condition will be in the
form of these examples:

When Condition Value

Port Is USB Port 1

Type Is not WiMax
When:

Port — Select by the physical port on the router that you are plugging the modem into (e.g., "USB
Port 2™).

Manufacturer — Select by the modem manufacturer (e.g., “Cradlepoint Inc.”).
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Model — Set your rule according to the ‘
o X Add or Edit test 20
specific model of modem.
Local Gateway
Type — Select by type of Internet source 1P Verson: | pue
(Ethernet, LTE, Modem, Wireless as WAN, W*F‘””jg rige 0 s
WIMAXJ Local Networks e
Serial Number — Select a 3G or LTE modem by 17 versor: | Pt
the serial number. © A
.
MAC Address — Select a WiMAX modem by a =

MAC Address.

Unique ID — Select by ID. This is generated by the router and displayed when the device is connected
to the router.

Condition: Select “is,” “is not,” “starts with,” “contains,” or “ends with" to create your condition's
statement.

Value: If the correct values are available, select from the dropdown list. You may need to manually input
the value.

Invert Binding: Advanced option that inverts the meaning of WAN Binding to only establish this tunnel when
the specified WAN Binding device(s) are NOT connected.

Add/Edit Tunnel — Local Networks
IP Version: Select IPv4 or IPv6.

The Network Address and the Netmask define what local devices have access to or can be accessed from the
VPN tunnel.

NOTE: the local network IP address MUST be different from the remote network IP address.

Optionally: A Port can be defined that will limit the traffic going through the VPN tunnel to only that port. If
the field is left blank, any port will be accepted by the tunnel.

Add/Edit Tunnel - Remote Gateway

Gateway: This value can be any of the following: an

IPv4 address, an IPv6 address, or a fully qualified KX Add or Edit test 00
name in the form of *host.domain.com™ (DNS names Remote Gateway

are case-insensitive, so only lower case letters are Fomote Nefworke | TR

allowed). It is recommended that you use a dynamic pouer S [

DNS hostname instead of the static IP address — by © ace

using the dynamic DNS hostname, updates of the p—— [pon |
remote WAN IP are compensated for while connecting

to a VPN tunnel.

Add/Edit Tunnel — Remote Networks
The Network Address and the Netmask define the remote network address range that local devices will have
access to via the VPN tunnel.

NOTE: the remote network IP address MUST be different from the local network IP address.

Optionally: A Port can be defined that will limit the traffic going through the VPN tunnel to only that port. If
the field is left blank, any port will be accepted by the tunnel
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Add/Edit Tunnel - IKE Phase 1 ‘
IKE security has two phases, phase 1 and phase 2. You have L3 Add or Edit test
the ability to distinctly configure each phase, but the default IKE Phase 1

settings will be sufficient for most users.

Exchange Mode: | Main

Key Liletime (Secs): | 28800
To set up a tunnel with a remote site, you need to match your __ - .

) . . . . ner 1on asnh rou
tunnel's IKE negotiation parameters with the remote site. By P ’

selecting several encryption, hash, and DH group options, you O (0 (R

. . . 4 AEs128 4 mDs 4 Group1
improve your chances for a successful tunnel negotiation. For ol o &l o o
greatest compatibility, select all options; for greatest security, 9 o L) swezse U aops
select only the most secure options that your devices support. = e S sz

SHA2512

Exchange Mode: The IKE protocol has two modes of negotiating
phase 1 — Main (also called Identity Protection) and Aggressive. Youmay adst e proposal crder by ragging e prefered agarims o he op o he st
In Main mode, IKE separates the key information from the
identities, allowing for the identities of peers to be secure at the expense of extra packet exchanges.
In Aggressive mode, IKE tries to combine as much information into fewer packets while maintaining
security. Aggressive mode is slightly faster but less secure.

Because it has better security, Main mode is recommended for most users.

Key Lifetime: The lifetime of the generated keys of phase 1 of the IPsec negotiation from IKE. After the time
has expired, IKE will renegotiate a new set of phase 1 keys.

Encryption, Hash, and DH Groups
Each IKE exchange uses one encryption algorithm, one hash function, and one DH group to make a secure
exchange.
Encryption: Used to encrypt messages sent and received by IPsec.

AES 128

AES 256

DES

3DES
Hash: Used to compare, authenticate, and validate that data across the VPN arrives in its intended form and to
derive keys used by IPSec.

MD5

SHA1

SHA?2 256

SHA?2 384

SHA2 512

Note that some Encryption/Hash combinations (e.g., 3DES with SHA2 384/512) are computationally expensive,
impacting WAN performance. AES is as strong an encryption and performs much better than 3DES.

DH Groups: The DH (Diffie-Hellman) Group is a property of IKE and is used to determine the length of prime
numbers associated with key generation. The strength of the key generated is partially determined by the
strength of the DH Group. Group 5, for instance, has greater strength than Group 2.

Group 1: 768-bit key
Group 2: 1024-bit key
Group 5: 1536-bit key

In IKE Phase 1 you can only select one DH group if you are using Aggressive exchange mode.

cradlepoint 36



User Manual / COR IBR600C-LPE/IBR650C-LPE 9/5/17

By default, all the algorithms (encryption, hash, and DH groups) supported by the device are checked, which
means they are allowed for any given exchange. Deselect these options to limit which algorithms will be
accepted. Be sure to check that the router (or similar device) at the other end of the tunnel has matching
algorithms.

The algorithms are listed in order by priority. You can reorder this priority list by clicking and dragging
algorithms up or down. Any selected algorithm may be used for IKE exchange, but the algorithms on the top of
the list are more likely to be used more often.

Add/Edit Tunnel — IKE Phase 2

Perfect Forward Secrecy (PFS): Enabling this feature will require IKE to generate a new set of keys in phase
2 rather than using the same key generated in phase 1. Additionally, with this option enabled the new keys
generated in phase 2 are exchanged in an encrypted session. Enabling this feature affords the policy greater
security.

Key Lifetime: The lifetime of the generated keys of phase 2 of the IPsec negotiation from IKE. After the time
has expired, IKE will renegotiate a new set of phase 2 keys.

Phase 2 has the same selection of Encryption and DH Groups as phase 1, but you are restricted to only one

DH Group. Phase 2 and phase 1 selections do not have to match. For the Hash selection an added value of

SHA 256_128 (128-bit truncation) is avaliable. The original specification and the Cradlepoint default is 96-bit
truncation, but RFC4868 requires 128-bit. A VPN to newer Cisco or Juniper devices will typically require 128-bit.

Add/Edit Tunnel — Dead Peer Detection

Dead Peer Detection (DPD) defines how the router will .

detect when one end of the IPsec session loses connection | &b Add or Edit test

while a palicy is in use. Dead Peer Detection

Connection Idle Time: Configure how long the router will e

allow an IPsec session to be idle before beginning to send Comeston e e e ®
Dead Peer Detection (DPD) packets to the peer machine. Request Frequency: : 1
(Default: 30 seconds. Range: 10 — 3600 seconds.) Maxinum Requests: (s 5

Request Frequency allows you to adjust the delay between Falloack Fety Perad: (s 10

these DPD packets. (Default: 15 seconds. Range: 2 — 30 Fallover Tunmel:

seconds ) Failback Tunnel:

Maximum Requests: Specify how many requests to send at
the selected time interval before the tunnel is considered dead. (Default: 5. Range: 2 —10.)

Failback Retry Period: If you have VPN tunnel failover/failback enabled (see below), set the time period
between each check on the primary network after failover. (Default: 10 seconds. Range: 5 — 60 seconds.)

Failover Tunnel and Failback Tunnel: Use these settings to create two tunnels — one as the primary tunnel and
one as the backup tunnel. To configure tunnel failover/failback, complete the following steps:

1. Create two tunnels: one for primary and one for backup. Make sure that both tunnels have the same
Remote Network and that both have Dead Peer Detection enabled.

2. Choose one to be the primary tunnel. Open the editor for this tunnel and make sure Tunnel Enabled is
selected. Then go to the Dead Peer Detection page. Under Failover Tunnel select the other tunnel you
have created.

3. Open the editor for the failover tunnel. Make sure Tunnel Enabled is not selected. On the Dead Peer
Detection page, set the Failback Tunnel to your primary tunnel.
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Global VPN Settings

These settings apply to all configured VPN tunnels. Global VPN Settings

Enable VPN Service: Enabling VPN Service will allow Enable VPN Service: ]

you to load a certificate for VPN to the router. Certificate Name:

Certificate Name: Select the Certificate Name. KE / ISAKMP Port: | 500

IKE / ISAKMP Port: Internet Key Exchange / Internet IKE FISAKMP NAT-T Port. | 4500

Security Association and Key Management Protocol NAT-T KeapAlive Interval (s 20

port. (Default: 500. This is a standard VPN port that
usually does not need to be changed.)

IKE / ISAKMP NAT-T Port: Internet Key Exchange
/ Internet Security Association and Key Management Protocol network address translation traversal port.
(Default: 4500. This is a standard VPN NAT-T port that usually does not need to be changed.)

NAT-T KeepAlive Interval: Number of seconds between sending NAT-T packets to keep the tunnel alive if no
other traffic is being sent. (Default: 20 seconds. Range: 0-3600 seconds. 20 seconds will be sufficient in almost
all cases.)

Tunnel Gonnect Refry: . a0

Tunnel Connect Retry: Number of seconds between connection attempts. (Default: 30 seconds. Range: 10-255
seconds. 30 seconds will be sufficient in almost all cases.)

OPEN VPN
OpenVPN is an open source software application that implements virtual private network (VPN) technigues for
creating secure point-to-point or site-to-site connections in routed configurations and remote access facilities.

Once you have a valid feature license, click Add to create a new OpenVPN tunnel. Click Edit to make changes to
an existing tunnel.

Add/Edit Tunnel — General
 Tunnel Name - Enter a name to uniquely identify this tunnel
 Tunnel Mode - Select which mode this tunnel endpoint is required to be. Choose from the following:

et €¥ Add or Edit
e Device Type Tumel Nane: | |
e Local Endpoint - Enter the IP Address of the LNS (tunnel Tunnel Made: | Site-To-Site
server) peer Devioe Type: | Routed
e Local Netmask — Enter the Netmask of the LNS (tunnel server) Local Endpoint: | 00.0.0
peer Local Netmask: | 255255 255.0

« Remote Endpoint — Enter the IP Address of the LNS (tunnel
server) peer

« Remote Netmask — Enter the Netmask of the LNS (tunnel
server) peer

e Support IPv6 Tunnels — Allow IPv6 traffic to be forwarded

Remote Endpoint: | 0.0.00
Remote Nefmask: | 255.255.255.0
Support IPvE Tunnels: [

Tunnel Protocol: | UDP

over this tunnel. If you select this option, also input an IPv6 Port: | 1194

Tunnel Address and Tunnel Prefix Length for IPv6 Ping: | 10
e Tunnel Protocol — Choose UDP or TCP Ping Restart: | 60
e Port - Specify the port if desired Tunnel Enabied: [

« Ping — (Displays if the Configuration Mode is Advanced) If no
packets have been sent in the amount of time entered, a ping is sent to the remote endpoint
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 Ping Restart — (Displays if the Configuration Mode is Advanced) If no pings have been received in the
amount of time entered, OpenVPN restarts the tunnel

e Tunnel Enabled — Click to enable/disable this tunnel

Add/Edit Tunnel — Security

« Cipher — Encrypt packets with the selected algorithm. The default is BF-CBC, an abbreviation for Blowfish
in Cipher Block Chaining mode. Blowfish has the advantages of being fast, very secure, and allowing key
sizes of up to 448 bits. Blowfish is designed to be used in situations where keys are changed infrequently.
OpenVPN supports the CBC, CFB, and OFB cipher modes, however

CBC is recommended and CFB and OFB should be considered ¥ Add or Edit tunnel
advanced modes. Security

e Auth Algorithm — Authenticate packets with HMAC using message Cipher | BF-CBC
digest algorithm alg. (The default is SHA1). HMAC is a commonly Auth Algarithm: | SHA1
used message authentication algorithm (MAC) that uses a data Veify peer certificate. []
string, a secure hash algorithm, and a key, to produce a digital TLS-Authentication: []
signature.

» Verify peer certificate — Verifies that peer certificate was signed
with RFC3280 TLS rules set in key usage and extended key usage. This helps to prevent specific man-in-
the-middle attacks.

» TLS-Authentication - In client/server mode: adds an additional layer of HMAC authentication on top of the
tls control channel to protect against DoS attacks. In point-to-point mode: encrypts the communication
using a static key. These keys must match on each endpoint.

Add/Edit Tunnel - Remote Servers
Create a list of remote server connections to connect to. OpenVPN will try to connect to each host in the list. If
a disconnect occurs from a given server, the next server will be tried in a round-robin fashion.

Host — [P address of the remote server

Port - Specify the port if desired

Protocol — Select UDP or TCP

Add/Edit Tunnel - Routes

Add or remove the routes that will be used to direct packets through the tunnel.
* Network Address

 Netmask

Generate Client Configuration

The Generate Client Configuration button can be used to generate client configurations for OpenVPN tunnels
configured in Server mode. An .ovpn file will be created that can be imported to a variety of OpenVPN client
devices (Android, i0S, Windows). If the private key for the server's certificate authority is known, a client
certificate can be generated; otherwise one can be selected.

GRE

Generic Routing Encapsulation (GRE) tunnels can be used to create a connection between two private
networks. Most Cradlepoint routers are enabled for both GRE and VPN tunnels. GRE tunnels are simpler to
configure and more flexible for different kinds of packet exchanges, but VPN tunnels are much more secure.

In order to set up a tunnel you must configure the following:
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+ Local Network and Remote Network addresses for the “Glue Network," the network that is created by
the administrator that serves as the “glue” between the networks of the tunnel. Each address must be a
different IP address from the same private network, and these addresses together form the endpoints of
the tunnel.

- Remote Gateway, the public facing WAN IP address that the local gateway is going to connect to.

- Routes that allow you to configure what network traffic from local host(s) will be allowed through the
tunnel.

Optionally, you might also want to enable the tunnel Keep Alive feature to monitor the status of a tunnel and
more accurately determine if the tunnel is alive or not.

Click Add to configure a new GRE tunnel; click Edit to make changes to an existing tunnel.

Add/Edit Tunnel — General
Tunnel Name: Give the tunnel a name that uniquely identifies it.
Tunnel Key: Enables an ID key for a GRE tunnel, which can be

used as an identifier for mGRE (Multipoint GRE). £} Add/Edit Tunnel

Local Network: This is the local side of the "Glue Network,"” a e
network created by the administrator to form the tunnel. The Tuel ey

user creates the IP address inputted here. It must be different tove Exceint | 0010

Remote Endpoint: | 0.00.0

from the IP addresses of the networks it is gluing together.
Choose any private IP address from the following three ranges

Subnet Mask: | 255 255 255252

Remote Gateway: | 0.0.0.0

that doesn't match either network: [ e
10.0.0.0 - 10.255.255.255 i
172.16.0.0 - 172.31.255.255 e
192.168.0.0 - 192.168.255.255 0HGP Enas: ]

Remote Network: This is the remote side of the “Glue M;“;,ETME

Network." Again, the user must create an IP address that is
distinct from the IP addresses of the networks that are being glued together.

The Remote Network and Local Network values will be flipped when inputted for the other side of the tunnel
configuration.

Subnet Mask: This is the subnet mask for the Glue Network. The Local and Remote Network addresses must fit
with this mask. 255.255.255.0 is a logical choice for most users.

Remote Gateway: This is the public facing, WAN-side IP address of the network to which the local gateway is
g0ing to connect.

TTL: Set the Time to Live (TTL), or hop limit, for the GRE tunnel.
MTU: Set the maximum transmission unit (MTU) for the GRE tunnel.

WAN Binding: WAN Binding is an optional parameter used to configure the GRE tunnel to ONLY operate when
the specified WAN device(s) are available and connected. An example use case is when there is a router with
both a primary and failover WAN device and the tunnel should only be used when the system has failed over to
the backup connection.

Make a selection for “When,"” *Condition,” and “Value" to create a WAN Binding. The condition will be in the
form of these examples:

When Condition Value
Port Is USB Port 1
Type Is not WiMax
e When:
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+ Port - Select by the physical port on the router into which you are plugging the modem (e.g., “USB
Port 2™).

« Manufacturer — Select by the modem manufacturer (e.g., “Cradlepoint Inc.")
- Model - Set your rule according to the specific model of modem
« Type — Select by type of Internet source (Ethernet, LTE, Modem, Wireless as WAN, WiMAX)
« Serial Number — Select a 3G or LTE modem by the serial number
« MAC Address — Select a WiMAX modem by MAC Address
- Unique ID — Select by ID. This is generated by the router and displayed when the device is connected
to the router.
« Condition: Select “is," “is not,"” “starts with,” “contains,” or “ends with" to create your condition's
statement.

e Value: If the correct values are available, select from the dropdown list. You may need to manually input
the value.

Invert WAN Binding: Advanced option that inverts the meaning of WAN Binding to only establish this tunnel
when the specified WAN Binding device(s) are NOT connected.

Tunnel Enabled: Select to activate the tunnel.

Add/Edit Tunnel — Routes
Adding routes allows you to configure what types of network traffic from the local host or hosts will be
allowed through the tunnel.

Click Add Route to configure a new route. You will need to input the following information, defined by the
remote network:

e Network Address — This is the network address that is the destination of the route. This should be set to
the network address at the remote side of the tunnel.

e Netmask - This is the corresponding subnet mask of the network being defined (Default: 255.255.255.0).
You can set the tunnel to connect to a range of IP addresses or to a single IP address. For example, you could
input 192.168.0.0 and 255.255.255.0 to connect your tunnel to all the addresses of the remote network in

the 192.168.0.x range. Alternatively, you could select a single address by inputting that address along with a
Netmask of 255.255.255.255.

Add/Edit Tunnel — Keep Alive
GRE keep-alive packets can be enabled to be sent through the tunnel in order to monitor the status of the
tunnel and more accurately determine if the tunnel is alive or not.

GRE keep-alive packets may be sent from both sides of a tunnel, or from just one side.
Enabled: Select to enable GRE Keep Alive to continually send keep-alive packets to the remote peer.

Rate: Choose the length of time in seconds for each check .

(Default: 10 seconds. Range: 2 — 3600 seconds). L3 Add/Edit test Tunnel

Retry: Select the number of attempts before the GRE tunnel is B —
considered down or up (Default: 3. Range: 1 — 255). - s et
Failover Tunnel and Failback Tunnel: Use these settings to create e et

two tunnels — one as the primary tunnel and one as the backup A

tunnel. To configure tunnel failover/failback, complete the
following steps:

1. Create two tunnels: one for primary and one for backup. Make sure both tunnels have Keep Alive enabled.
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2. Choose one to be the primary tunnel. Open the editor for this tunnel and make sure Tunnel Enabled is
selected. Then go to the Keep Alive page. Under Failover Tunnel select the other tunnel you have created.

3. Open the editor for the failover tunnel. Make sure Tunnel Enabled is not selected. On the Keep Alive page,
set the Failback Tunnel to your primary tunnel.

NEMO
Network Mobility (NEMQ) is an Internet standards track protocol defined in RFC 5177. The protocol allows
session continuity for every node in a mobile network as the network moves.

NEMO requires a service provider, e.g. Verizon Wireless Private Network with DMNR (Dynamic Mobile Network
Routing). Your NEMO service provider will define many of the settings for your NEMO configuration.

Once you have a NEMO service provider and a valid feature license, add networks to the Networks Routed by
NEMO section by first clicking Add. In the popup window, input:

e Network Address - This is the network address that is the destination of the route. This should be set to
the network address at the remote side of the tunnel.

 Netmask - This is the corresponding subnet mask of the network being defined (Default: 255.255.255.0).

The Network Address and Netmask, or subnet mask, together define a range of IP addresses that comprise the
local network you want associated with the NEMO settings.

Network Mobility (NEMO) Settings
Enbable: Enable NEMO.

WAN: Select the WAN(s) to use for the NEMO connection. An expression such as “Unique ID is (any)" will allow
NEMO to operate on any WAN, whereas “Type is LTE™ will limit NEMO operation to the WAN(s) provided by any
connected LTE device(s).

With WAN: Register the NEMO connection simultaneous
with its specified WAN connection becoming available. | Network Mobility (NEMO) Settings

If not checked, will only register the NEMO connection Enae: [
when needed. wan: | ungue 10 5
Home IP Address and Home Netmask — These may be e -
provided by your NEMO service provider. The IP address e _
is a placeholder, “*dummy” address; any IP address can e o
be used (1.2.3.4 is common). B

Home Agent Password
Home Agent IP Address, Home Agent Password, and e AP
Home Agent SPI - YOUI’ home agent W|” De deﬂned by Renew Regsfration: | 30
your NEMO service provider. WU

Renew Registration — The NEMO network regularly re-
registers with the home agent (e.g., every 30 seconds). Specify the number of seconds between each check-in.

MTU - Override the maximum transmission unit (MTU) of the NEMO tunnel. The TCP MSS (maximum segment
size) is automatically derived from the MTU. Leave blank to rely on Path MTU Discovery.

L2TP
Layer 2 Tunneling Protocol (L2TP) tunnels can be used to create a connection between two private networks.

Once you have a valid feature license, click **Add** to create a new L2TP tunnel. Click **Edit** to make changes
to an existing tunnel.
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Add/Edit Tunnel — General

Tunnel Name - Enter a name to uniquely identify this tunnel

LNS address — Enter the IP Address of the LNS (tunnel server) ° Add or Edit L2TP Tunnel:

peer General

MTU - Set the maximum transmission unit (MTU) for the L2TP TumelNane: | |
tunnel LNS address: |
MRU - Set the maximum receive unit (MRU) to request from MTU:

the tunnel peer. The MRU is very similar to the MTU: MTU is for MRU:

packets sent and MRU is for packets received
Tunnel Enabled - Click to enable/disable this tunnel. Default:

Tunnel Enabled:

Authentication

Enabled. Leemane:
Password:
Authentication Redial
More authentication options and overrides are available in the Enabled: []

next section.
Username — Username for user-specific authorization. Leave blank to disable.
Password — Shared secret (or password) used to authenticate the associated Local and Remote names.

Redial
Enabled — When this is selected, the tunnel will attempt to reconnect if disconnected.

Add/Edit Tunnel — Authentication
Remote Name — Authorization name specified by and to the
remote system as its identity, sometimes a username or
hostname. Leave blank to match any.

X Add or Edit L2TP Tunnel: test

Authentication
Local Name — Authorization name specified by and to the Remoie Name:
remote system as the local system identity; sometimes a Lo0al Name:
username or hostname. Leave blank to match any. -
Secret — Shared secret (or password) used to authenticate the Overrides
associated Local and Remote names. overides: []

Authentication: | Allowed
Overrides GHAP
Override Authentication methods/parameters. With methods set to
Allow the two ends of the tunnel can negotiate a common scheme.
Sometimes this negotiation fails, or the implementation on one
end is incompatible with the other. To solve those authentication
issues, enable the overrides as needed.

Authentication — Username for user-specific authorization. Leave blank to disable.

CHAP - Choose from Allowed, Refused, or Required.

PAP - Choose from Allowed, Refused, or Required.

Name - Override names used to authenticate the router. Leave empty to use the default.

* | Allowed
PAP: | Allowed

Name:

Add/Edit Tunnel - Routes
Typically specific routes are unnecessary, but they can be added in this section if needed. You can add or
remove routes to be used to funnel packets through the tunnel.
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Network Address — This is the network address that is the destination of the route. This should be set to
the network address at the remote side of the tunnel.

Netmask — This is the corresponding subnet mask of the network being defined.

STATIC AND POLICY ROUTING
The Main route policy sends all traffic that reaches it to the Main route table. It
@ cannot be edited or removed. Typical destination-based static routes should be

Local Networks added to the Main route table.

VLAN Interfaces Policy routing allows for the addition of routes which are only evaluated when

a certain set of conditions match. Match conditions are specified in a route

_ policy. Evaluation occurs in the order in which the route policies are listed and

Routing continues until a route is matched. The order of evaluation can be changed via
Static and Policy Routing drag/drop. A route policy (including Main) will be overridden by polices that
Route Filters precede it in the list.

Tunnels

BGP To avoid unexpected routing problems, newly created route policies are placed
OSPF below the Main policy where they will have no effect.

RIP

RIPng Route Policies: Route Policies map a policy to a route table. Any traffic matched
by the policy will be routed according to the specified route table. If no policy or
no route is matched, the lookup will continue with the next policy in the list.

Main Route Policy: A special route policy that maps to the Main route table. It cannot be edited or removed.
Click Add to create a new route policy. Click Edit to edit an existing route palicy.

Route Policies
& Add
_ Source IP/Network Address Destination IP/Network Address
] =: | Any Any Any Any Main
Match on

« IP Version: Select IPv4 or IPv6. Depending on your selection, you have different options for defining the
address range.

- Source IP/INetwork Address: Select the source IP network
upon which this policy will match. Leave blank to match on
any.

- Destination IP/Network Address: Select the destination IP
network upon which this policy will match. Leave blank to
match on any.

- Incoming Device: Select the incoming device upon which this
policy will match. Leave blank to match on any.

‘0" is a special device that matches all local (router- Reference:
originated) traffic, including NTP, Syslog, TACACS, NCM, and Table:

L Route Policy Editor

Match on:
IP Version: | IPv4

Source IP/Network Address:
Destination IP/Network Address:

Incoming Device:

cradlepoint D



User Manual / COR IBR600C-LPE/IBR650C-LPE 9/5/17

updates. ‘lo:ncm’ matches just the subset of local traffic for NCM. ‘lo:updates’ matches just the subset of
local traffic for updates downloaded directly from CDNs such as modem firmware and router OS.

To route local traffic differently than either subset, policy for the subset(s) should be configured with a
higher priority than the more general local source.

Reference
Table: Select the route table to use for routing when this policy is matched. Only user-created route tables may
be selected (Main is reserved for the Main policy).

Route Tables: Static route tables to be used in policy route lookups. In order for route tables defined here
to take effect, a corresponding Route Policy must be created. Note that route tables defined here are not
available for use in dynamic routing protocols.

Main Route Table: A special route table that contains the main system
routes. It cannot be removed and cannot be referenced by a user-defined
policy. The Main route table is available for use in dynamic routing @ Add € Remove

SN N
Click Add to open the Route Table Editor. Click Add to create a new route

Route Tables

table or Edit to edit an existing route table. LI
« Destination IP/Network Address: Enter the network address in the
following forms: ¢ Route Table Editor
IPv4: 1.2.3.4/32 MName:| ]
IPvb: 0123:4567::CDEF/128 Routes
The optional gateway must match the IP version entered here. © Add
+ Gateway: Enter the gateway in the following forms: m
« 1Pv4:1.2.3.4132

IPvb: 0123:4567::CDEF/128

The form must match the IP network address. If Gateway is
blank, a device interface must be selected. Both Gateway and 0 Static Route Editor
Device may also be specified.

« Device: Select the device interface. Selecting null0 will install a

Destination |P/Metwork Address: |

black hole route. If Device is blank, a gateway must be entered. Gﬁte"”_"“‘”
Both Gateway and Device may also be specified. Device:

- Metric: The static route is added to the kernel with the specified Metie:
Metric, in the range 1-16777215. Allow Network Access: [ ]

- Allow Network Access: Some static routes will need an IP Filter
Rule added to allow packets to route without being blocked by the firewall. Checking the box opens the
firewall for all traffic to and from the specified network. Adding custom rules to the appropriate filtering
policy may be more secure than checking this box.

ROUTE FILTERS

Common route filters may be used by any of the routing protocols. When shown in selection Ul, filter
names are prepended with a label to identify the type, i.e. al:AccessListName, pl:PrefixListName, and
rm:RouteMapName. Filter names must be unigue across all filters, common and protocol-specific.

Route filter entries are processed in the order in which they appear in the grid. A match will apply the action
(permit or deny) specified for the entry and processing will stop. If a filter is referenced and no match is found,
the route is denied.
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Access List: Allows packet filtering by IP address.

Prefix List: Works the same as an access list with the addition of

filtering by prefix length. If the IP Network matches, the filter will
match if the prefix length is less than or equal to the ‘le' value, or
greater than or equal to the ‘ge’ value. ‘le’ and ‘ge’ are optional, if

both are omitted the prefix list acts as an access list.

Name:
Entries

@ Add

X Prefix List Editor

ORI I

deny

(21

192.168.0.0 26 25

Route Map: Provides a richer set of match conditions for packet

filtering than access or prefix lists, and allows policy to be applied to a

route via set actions.

« Description: Displayed to help identify the route map.

« Permit: Checking Permit will carry out the Set Actions if the Match
Conditions are met, and permit the route. Clearing Permit will deny the
route if the Match Conditions are met.

- Match Conditions: A set of conditions that define a match.
- Set Actions: A set of actions that are triggered by a match.

Certain match conditions and set actions are protocol-specific. Referencing
a protocol-specific route map from an incompatible protocol will cause
errors during operation that prevent the routing protocol from starting.

«  OSPF-specific: metric-type.
- BGP-specific: as-path, weight, comm-list, local-preference, community,
ext community.

A community is identified by a 32-bit value (e.g. 1234567890) usually
expressed as two 16-bit values separated by a colon (e.g. 18838:722). A
received or well-known community can be referenced by its number (or
number pair), while defining a community list allows naming and refering to
it by name.

Note certain well-known communities can be used by name without
definition: no-advertise (never advertise these routes), no-export (don't
advertise beyond confederation boundary), local-AS (don't advertise to
external peers), internet (advertise to everyone), and none (used to clear
any community associated with a route).

BGP route filters are only used by the BGP protocol. Access lists are
prepended with ‘fl:" when shown in selection Ul. Community lists are
prepended with ‘cl:". Filter names must be unique across all filters, common
and protocol-specific.

Route filter entries are processed in the order in which they appear in the

grid. A match will apply the action (permit or deny) specified for the entry

and processing will stop. If a filter is referenced and no match is found, the
route is denied.

Access List: The IP as-path access-list allows filtering by BGP as-path. The
as-path value can be specified as a regular expression (regex).

Community List: Allows filtering by community. In essence a community is

a label which is attached to routes learned from that community. Then that
community or label can be used to select which policy(s) should be applied
to those routes.
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£} Entry Editor

Description:

Permit:

Match Conditions Set Actions

# Edit £ Remove

| | |

as-path (BGP)
metric

community (BGP)
extcommunity (BGP)
ip address

ipv6 address

ip next-hop

ipvé next-hop

Sl

£ Entry Editor

Description

Permit:

Match Conditions 59! Actions

& Edit € Remove

i |
Cancel m

as-path prepend (BGF)
metric

metric-type (OSPF)
weight (BGP)
community (BGP)
extcommunity (BGP)
comme-list (BGP)
local-preference (BGP)

can CCI

ip next-hop
ipvE next-hop

Access Lists (ip as-path)

@ Add

El 1] abcAL

[cion | 45 P |

Permit  808." any

Deny any
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BGP
The latest version of BGP (Border Gateway Protocol) is version 4. BGP-4 is one of the Exterior Gateway
Protocols and de facto standard of Inter Domain routing protocol. BGP-4 is described in RFC1771, A Border

X Access List (as-path) Editor | | Community Lists £ Community List Editor
Name: abcAL @ Add Mame: defCL
nies I S
Extended: O
€ Add B ]| defCL
m Do s cion | comminiy Enires
0 = | permit 808." any Permit 18838:722 € Add
[ = deny *any Permit 18838:723
= [ defexpCL [ ¢ | permit 18838:722
| Action | Community | O &  pemnit 18333723
Deny 50000 _ [ s deny internet
Deny A50000 .*

Gateway Protocol 4 (BGP-4). BGP is a distance vector routing protocol, and the AS-Path framework provides
distance vector metric and loop detection to BGP RFC1930.

BGP Editor
Enabled: Click to enable/disable the policy. (Default: enabled).
Name: Unique name of the policy.

Router-ID: This sets the router-ID of the BGP process. The router-ID may be an IP address of the router,
but need not be — it can be any arbitrary 32-bit number. However it *MUST* be unigue within the entire
BGP domain to the BGP speaker: bad things will happen if multiple BGP speakers are configured with the

same router-ID. .

«  Cluster ID: Specify the cluster ID, used if the BGP cluster & BGP Editor
has more than one route reflector. Enabled: &1
ASN: The AS (Autonomous System) number is ane of the e[ ]

i e[ ]

essential elements of BGP. -

 View Name: Specify a view to exchange BGP routing SN[ 1
information without adding to the kernel routing table. View Name

. Distance: The Administrative Distance can be specified for Lo
each of External (EBGP), Internal (IBGP) and Local routes, Multipath Reiax: []
respectively. Defaults of 20, 200 and 200 will apply for Timers Kespalivelold
any unspecified distance if any distance is specified.

¢ Maximum Paths: Maximum Paths can be set greater
than 1 to allow multipath routing. This setting limits the number of paths; resources will be allocated to
the limit specified whether or not all paths are used. The first field sets a limit for both EBGP and IBGP. If
desired, a different limit can be applied just to IBGP using the second field.

e Multipath Relax: Select “relax” to allow multi-path routing to different ASNs.
Timers Keepalive/Hold: Keepalive interval is the time between keepalive messages sent to peers. Hold
time is the timeout after the last keepalive message until the peer is declared dead. The Keepalive interval
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must be set in order to set the Hold time. All times are in seconds from 1 to 65535. Set to 0 or empty to
disable (default).

Networks Associated with ASN or IPve Networks Associated with ASN: To configure a BGP router, you need
an AS number. An AS number is an identification of autonomous system. BGP protocol uses the AS number for
detecting whether the BGP connection is internal one or external one. Use the IPv4 address and netmask or
IPvb address with a CIDR notation prefix length to define the address range.

Neighbor Options or IPv6 Neighbor Options: Creates a new neighbor identified by remote ASN and IP address.
» Peer Group: Optionally specify a peer group for this neighbor. You can Bind to an existing peer group
or Define a new one. A neighbor will inherit the properties from the peer group to which it is bound.
Properties specified in a neighbor will override inherited properties.

e IP Address: The IP address of the neighbor. Not — —
specified if this is a peer group definition. Ry |"' i "'DEf'”T
IP Add :
e Port: Specify port. m:SS
ort:
* Remote ASN: Enter the ASN of the remote AS. The AS Remote ASH: | |
(Autonomous System) number is one of the essential :
elements of BGP. BGP is a distance vector routing _ "E'g'_“'
protocol, and the AS-Path framework provides Maximum Prefix |
distance vector metric and loop detection to BGP. Password: [
RFC1930. Update Source:
« Weight: Assign a weight to a neighbor connection. Default Originate: []
«  Maximum Prefix: Specify the maximum number of Doelt Sead Canmusty. [
prefixes that a BGP routing process will accept from eBGP Multihop:
the specified peer. TTL Security:
e Password: Enable message digest5 (MD5) Next Hop Self:
authentication on a TCP connection between BGP Local AS Number:
peers. The same password must be used on both Distributelist In/Out:
peers. FilterJist In/Out:
« Update Source: Specify the IPv4 source address or Prefix-ist InfOut:
interface name to use for the BGP session to this Route Map In/Out:
neighbor' Route Reflector Client:
° DEfaUIt Originate: AHOW the |Oca| rOUter tO Send Capability Negotiation: Strict Disable Override
the default route (0.0.0.0) to a neighbor for use as a o P,
default route. Optionally, a route map can be specified i Hecortgusten B
to conditionally inject the default route. Advertisement Interval
« Don't Send Community: Unless this option is selected, | ™ espaiverion

any defined communities attributes will be sent to
the BGP neighbor.

o eBGP Multihop: Accept and attempt BGP connections to external peers residing on networks that are not
directly connected. Mutually exclusive with TTL Security. Optionally specify Time To Live from 1 to 255
hops.

e TTL Security: Specify the number of hops to reach eBGP neighbors. Mutually exclusive with eBGP Multihop.

* Next Hop Self: Configure the router as the next hop for a BGP-speaking neighbor or peer group if it is
learned via eBGP. Select All to also apply this setting to routes learned via iBGP.

e Local AS Number: Enter the AS Number used locally as this neighbor's prefix. It is prepended to the
received AS_PATH when receiving routing updates from the peer, and prepended to the outgoing AS_PATH
when transmitting local routes to the peer. Check No Prepend to not prepend the local AS Number to either
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the received or outgoing AS_PATH. Check Replace AS to prepend the local AS Number to just the outgoing
AS_PATH.

o Distribute-list In/Out: Specify a distribute-list for the peer in either or both directions. Lists are chosen
from the collection of access lists and prefix lists defined in Route Filters, Common tab. Access list and
prefix list names are prepended with ‘al" and ‘pl’, respectively.

e Filter-list In/Out: Filter this neighbor's incoming and/or outgoing advertisements according to the specified
as-path access list(s). Lists are chosen from the collection of as-path access lists defined in Route Filters,
BGP tab.

e Prefix-list In/Out: Filter this neighbor's incoming and/or outgoing advertisements according to the
specified prefix list(s). Lists are chosen from the collection of prefix lists defined in Route Filters, Common
tab.

 Route Map In/Out: Apply a route map to incoming and/or outgoing routes. Maps are chosen from the
collection of route maps defined in Route Filters, Common tab.

* Route Reflector Client: Configures the router as a BGP route reflector and configures the neighbor as its
client.

o Capability Negotiation: Configure capability negotiation with the remote peer. Select Strict to completely
match capabilities. Select Disable to suppress sending a negotiation message to peers that are not
configured as IPv4 unicast. Select Override to ignore the remote peer’s capability value and use the local
value instead.

« Soft Reconfiguration: Configure the router to store updates.

 Advertisement Interval: Configure the interval for BGP routing updates, in seconds from 0 to 600.

 Timers Keepalive/Hold: Keepalive interval is the time between keepalive messages sent to peers. Hold
time is the timeout after the last keepalive message until the peer is declared dead. The Keepalive interval

must be set in order to set the Hold time. All times are in seconds from 1 to 65535. Set to 0 or empty to
disable (default).

Redistribute Routes: Redistribute routes of the specified protocol or kind into BGP, with the metric type and
metric set if specified, filtering the routes using the given route map if specified. Redistributed routes may
also be filtered with distribute lists.

Type: The type is the source of the route. Select from: Main, Connected, Static, RIP, and OSPF.

Metric: Numerical priority of the route.

Route Map: Route maps provide a means to filter and/or apply actions to routes, allowing policies to be
applied to routes.

0SPF

OSPF (Open Shortest Path First) version 2 is a routing protocol described in RFC2328, OSPF Version 2. OSPF
is an IGP (Interior Gateway Protocol). Compared with RIP, OSPF can provide more scalable network support

and faster convergence times. OSPF is widely used in large networks such as ISP (Internet Service Provider)
backbone and enterprise networks. Click Add to add an OSPF router.

General
Enable: Enable and disable the routing protocol policy.

Router ID: OSPF routers are identified by a unique ID which must be a dotted quad (like an IP address).
This ID MUST be unigue within the entire OSPF domain - errors will happen if multiple OSPF speakers are
configured with the same router-ID.

ABR Type: The OSPF standard does not allow an ABR to consider routes through connected non-backbone
areas. Relaxed (default) relaxes this restriction and will consider routes through non-backbone areas if
the backbone area is down. Standard respects the OSPF standard regardless if the backbone area is down.
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Shortcut will always route through the best path even General

if it does not go through the backbone area. When this Enable: [

is set, shortcut can be enabled/disabled on a per area Router ID: [ 1.2.3.4 |

basis. ABR Type: | Relaxed

Flags: RFC 1583 Compatibility uses the predecessor Flags: [ RFC 1583 Compatibility [] Opaque Capability
standard RFC 1583 path preference algorithm. This Max Metric: []

typically is NOT set. Opague capability enables Passive Interface Default: []

forwarding Opaque LSA extensions described in RFC Refresh Timer

5 2 5 O Reference Bandwidth (Mb/s):

Max Metric: Set this router to broadcast max (infinite- SPF Timers:

distance) metric. Essentially broadcasting that this
router is unreachable.

Passive Interface Default: By default, any interface that controls a defined OSPF network will send link-
state advertisements. Set Passive Interface Default to allow only interfaces configured under Interfaces to
send link-state advertisements.

Refresh Timer: Sets the OSPF LSA refresh timer. Default is 10 seconds.

Reference Bandwith (Mbl/s): Sets the reference bandwidth for cost calculations. Link cost will
automatically scale in reference to this bandwidth unless explicitly overridden. The default is 100 Mb/s
equal to cost of 1. Note: this setting MUST be consistent across routers in the OSPF domain.

SPF Timers: Sets the shortest path first algorithm adaptive timers in milliseconds. Modifying these
values allows you to manage CPU usage when calculating SPF. Delay sets the initial delay. SPF calculations
will always be performed at least this many milliseconds apart. Consecutive SPF calculations will always
be separated by at least the Hold Time up to the Max Hold Time increasing by Max Hold Time for each
consecutive calculation.

Interfaces
Device: Select device interface.

Options: Set interface options. Passive means no Hellos will be transmitted out this interface. MTU Ignore
disables MTU mismatch detection.

Network Type: Set the network type for this
interface.

» Authentication: Set OSPF interface authentication.
Key sets the OSPF authentication key to a
simple password. After setting authentication
key, all OSPF packets are authenticated. The Authentication:
authentication key has a maximum length of Cost:
eight characters if using plain text authentication
and sixteen characters if using message-digest

Device: | |

Options: [[] Passive [_] MTU Ignore

Network Type: | Broadcast

Transmit Delay:

authentication. Key ID enables message-digest Priority-
authentication. Leave this blank to enable plain Intervals:
text authentication. The Key ID identifies the Sub-second Hellos:

secret key used to create the message digest. This
ID is part of the protocol and must be consistent
across routers on a link.

e Cost: OSPF metric for this interface.
 Transmit Delay: Link state transmit delay.

e Priority: The router with the highest priority will be more eligible to become Designated Router. Setting
this to 0 disables this router from participating in DR elections.
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Intervals: Set hello intervals. Hello sets the number of seconds for the Hello Interval timer value. Setting
this value, Hello packets will be sent every timer value seconds. This value must be the same for all routers
in the area. The default value is 10 seconds. Dead sets the number of seconds for the Router Dead Interval
timer value used for Wait Timer and Inactivity Timer. This value must be the same for all routers attached
an area. The default value is 40 seconds. Retransmit sets the number of seconds between retransmitting
lost link state advertisements.

Sub-second Hellos: Enable sub-second Hellos and set the number of Hellos per second. When set, Dead
Interval is set to one second.

Areas

Area: Areas are identified by a unique ID which may be a 32-bit unsigned integer or a dotted quad (like an
IP address).

Default Cost: Set the cost of default-summary
LSAs announced to stubby areas.

Options: Set options for this area. Stub indicates
that this area is a stub and no area router will
propagate routes external to OSPF and AS-

Area: | |

Default Cost:

Options: [] Stub [ ] Not-So-Stubby [[] No Summary

External LSAs (Type-5s) or ASBR-Summary LSAs Shortcut: | Defaul
(Type-4) will be propagated into the area. Only Access-List Filter:
Network-Summary (Type-3) and default-route Prefix-List Filter

summary advertisements will be propagated. Not-
So-Stubby indicates this area is Not-So-Stubby or NSSA. This is similar to a stubby area except external
routes are propagated as Type-7 LSAs. NSSA Type-7 NSSAs can optionally be configured to be translated
to Type-5 LSAs with the NSSA Translate option set. No Summary Prevents ABR from injecting inter-area
summaries into the specified stub or Not-So-Stubby area. Default routes will be injected as a type 3
summary LSA.

NSSA Type 7-to-5 Translation: Method of translating Type-7 LSAs to Type-5 when propagating external
routes. Via Election indicates this router is an NSSA Border Router but other border routers exist in the
topology. It will perform Type-7 to Type-5 translation unless another border router has Always set or is set
to Via Election and has a higher router-id. Always indicates this is an NSSA Border Router and must always
perform Type-7 tp Type-5 LSA translations. Never indicates that this router must never perform Type-7 to
Type-5 LSA translations.

Shortcut: Enable or disable shortcuts through non-backbone areas. Default will shortcut only if the
backbone link is down. Requires that ABR Type be set to Shortcut.

Access-List Filter: Filter Type-3 summary LSAs to/from area using access lists. This is only applicable on
ABR.

Prefix-List Filter: Filter Type-3 summary LSAs to/from area using prefix lists. This is only applicable on
ABR.

Redistribute

cradlepoint

Default Originate: Enable broadcasting default route. Always will cause the default route (0.0.0.0/0) to be
broadcast even if it is not in the routing
table. Metric specifies the metric of the
default route. Metric Type is the OSPF
metric type (default Type-2). Route Map
specifies an optional route map to filter
routes.

Default Metric: Specify the default metric
for routes redistributed to OSPF. This can be overridden under the Redistribute configuration.

Redistribute Options
Default Originate: []

Default Metric:
Default Distance:

Distances:
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« Default Distance: Sets the default administrative distance for intra-area, inter-area and external routes.
Specific distances can be set under Distances. The default is 110.

« Distances: Specify administrative distances for intra-area, inter-area, or external routes. This overrides
the value set in Default Distance.

RIP

RIP (Routing Information Protocol) is a widely deployed interior gateway protocol. RIP is a distance-vector
protocol based on the Bellman-Ford algorithms. As a distance-vector protocol, RIP sends updates from

one router to its neighbors periodically, allowing the convergence to a known topology. In each update, the
distance to any given network will be broadcast to its neighboring router. The router supports RIP version 2 as
described in RFC2453 and RIP version 1 as described in RFC1058.

RIP Editor
Name: Unique name of the policy.

Metric: RIP metric is a value for distance for the network. Usually RIP increments the metric when the
network information is received. The metric for redistributed routes is set to 1.

Protocol Version: RIP can be configured to send either Name:| |
version 1 or version 2 packets. The default is to send '
RIPV2 while accepting both RIPv1 and RIPv2 (and Metric:
replying with packets of the appropriate version for Protocol Version:
REQUESTS / triggered updates).

Password: RIPv2 allows packets to be authenticated Plain text password: []
via either an insecure plain text password, included Enabled: [
with the packet, or a more secure MD5 based HMAC Timere
(keyed-Hashing for Message AuthentiCation). RIPv1 o
cannot be authenticated at all, so when authentication Offsetlistin

is configured RIP will discard routing updates received Offset list out:

via RIPv1 packets.
Plain text password: Select to use a plain text password instead of an MD5 HMAC. WARNING: A plain text
password is insecure.

Enabled: Click to enable/disable the policy. (Default: enabled.)

Timers: Update specifies the period at which the routing table is sent to all neighbors. Default is 30
seconds. Timeout specifies the length of time that the route is valid. Default is 180 seconds. Garbage
specifies the garbage collection timer that triggers removal of the route from the routing table. Default is
120 seconds.

Offset list in: Offset-list adds the specified offset to the incoming and outgoing metric for routes matched
by the specified access-list. If the offset is 0, no action is taken.

Offset list out: Offset-list adds the specified offset to the incoming and outgoing metric for routes
matched by the specified access-list. If the offset is 0, no action is taken.

Networks: Set the RIP-enabled interfaces by network. RIP is enabled on the interfaces that have addresses
within the network range.

Device:

Interfaces: Enable RIP on a specific interface. Useful if the Send version:

interface's IP addresses are dynamic. Receive version:
Device: Select network interface device. Passive: []

Send version: Select the RIP version that will be sent No split horizon: []

on this interface, overriding the global setting. Version | Distribuie Accessdist In/Out:
can De 1 or 2 or O tO Select both Distribute Prefix-ist In/Out:
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Receive version: Select the RIP version that will be accepted on this interface, overriding the global
setting. Version can be 1 or 2, or 0 to select both.

Passive: Select passive mode for the interface. In passive mode, RIP routing updates are accepted by, but
not sent out of, the interface.

No split horizon: Disable the split horizon mechanism. Enabling prevents RIP from advertising routes over
the interface on which they were learned.

Distribute Access-list In/Out: Specify access-lists that filter the incoming and outgoing distribution of RIP
routes.

Distribute Prefix-list In/Qut: Specify prefix-lists that filter the incoming and outgoing distribution of RIP
routes.

Neighbors: When a neighbor doesn't understand multicast, this command is used to specify neighbors. In some
cases, not all routers will be able to understand multicasting, where packets are sent to a network or a group
of addresses. In a situation where a neighbor cannot process multicast packets, it is necessary to establish a
direct link between routers. The neighbor command allows the network administrator to specify a router as a
RIP neighbor. The no neighbor a.b.c.d command will disable the RIP neighbor. Assign a neighbor by inputting an
IP address.

Redistribute Routes: Redistribute routes of the specified protocol or kind into RIP, with the metric type and
metric set (if specified), filtering the routes using the given route map (if specified). Redistributed routes may
also be filtered with distribute lists.

Type: The type is the source of the route. Select from: Main, Connected, Static, OSPF, BGP.

Metric: RIP metric is a value for distance for the network. Usually RIP increments the metric when the
network information is received. The metric for redistributed routes is set to 1.

Route Map: Route maps provide a means to filter and/or apply actions to routes, allowing policies to be
applied to routes.

RIPNG
RIPng (RIP next generation) extends RIPv2 to support IPv6. See RIPng on Wikipedia and RFC 2080 for details.

RIPng Editor
Name: Unigue name of the policy.

Metric: RIPng metric is a value for distance for the network. Usually the RIP service increments the metric
when the network information is received. The metric for redistributed routes is set to 1.

Enabled: Click to enable/disable the policy. (Default: enabled.)

Networks: Set the RIPng-enabled interfaces by network using IPv6 addresses. .
RIPng is enabled on the interfaces that have addresses within the netwaork KX Add or Edit

range. Networks

Routes: Set RIPng static routing announcement of specified network address.
Name

Redistribute Routes: Redistribute routes of the specified protocol or kind into
RIPng, with the metric type and metric set if specified, filtering the routes
using the given route-map if specified.
Type: The type is the source of the route. Select from: Main, Connected,
Static, OSPF, BGP.

Metric: RIPng metric is a value for distance for the network. Usually the RIP service increments the metric
when the network information is received. The metric for redistributed routes is set to 1.

Route Map: Route maps provide a means to filter and/or apply actions to routes, allowing palicies to be
applied to routes.

Metric:

Enabled:
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When QoS (Quality of Service, also known as “Traffic Shaping™) is enabled, the router will control the flow of
Internet traffic according to the user-defined rules. In other words, Traffic Shaping improves performance by
allowing the user to prioritize applications.

Enable QoS: Click on this box to open options for controlling Internet traffic. You can assign maximum Upload
Speed and Download Speed values and define your own Traffic Shaping rules.

WAN Profile Speeds

Upload Speed and Download Speed: Setting the Upload Speed and Download Speed is required to control traffic
flow accurately. Adjust the sliding bar to restrict the maximum upload and/or download speed for the Internet
source(s) you are using. For example, you might restrict the upload speed to prioritize available bandwidth for
download or to reduce overall bandwidth use in order to lower costs. It is recommended that you experiment
with different values for your particular Internet connection for best results.

NOTE: Upload speed is the speed at which data can be WAN Profile Speeds
transferred to your ISP. Download speed is the speed at which
data can be transferred to you from your ISP. You can test your

connection speeds with a service such as speedtest.net.
Profile Name Upload Bandwidth I

Queues 3G-only Modems 1300 Kb/s
Queues and rules work in conjunction to prioritize bandwidth WiFi as WAN 10000 Kbis
for the most critical operations. Multiple rules can be LTE-only Modems 25000 Khis
associated with one queue. Use rules to associate your more LTE/3G Multi-mode Modems 25000 Kbls

critical operations with queues that have higher bandwidth
settings. For example, you might have two gqueues, one for
“critical™ and one for “secondary™ with critical having most of
the bandwidth percentage. Use rules to associate your most Ethemet 40000 Kbis
important bandwidth needs (POS system, VolP, etc.) with the

critical queue. Restrict the bandwidth available for less important functions with the secondary queue.

Modem-9c d3b3ae 25000 Kbis
Modem-3d061f77 25000 Kbis

Assign percentages of both upload and | queyes
download bandwidth to each queue. If
you assign 80% download bandwidth to | © Ad

the first queue, the next aueue willbe

forced to be 20% or less. [ test 0% (borrows) Mormal 0% (borrows) MNormal

Click Add to create a new Traffic
Shaping/QoS queue.

Queue Name: Choose a name that is meaningful to you.

DSCP (DiffServ) Tag: Differentiated Services Code Point (DSCP) is the successor to TOS (Type of Service). Use
this field to ‘tag’ the traffic by putting the value in the DSCP header of each IP packet that flows through this
queue. Use the value of ‘0" to clear the existing DSCP value in the packet header.

DSCP Tagging is sometimes used so that other networking equipment, upstream or post-NAT, can do traffic
shaping based on the DSCP Tags as opposed to IP addresses or ports.

This setting is optional.
Upload Bandwidth

Enable Upload QoS: (Default: Enabled.) Deselect if you want your rule to apply to download traffic only. Leave
this selected to include upload restrictions with this queue.
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Borrow Spare Bandwidth: (Default: Enabled.) When this is enabled, the interfaces/protocols associated with

this rule will borrow unused bandwidth from other .
rules. Disabling barrowing will restrict the traffic to £ Edit (7]
the specified bandwidth. Higher priority queues will be | aueue nane | |
offered excess bandwidth first. 0SCP (DifSery) Tag:
Upload Bandwidth: This is the percentage of the Upload Bandwidth Download Bandwidth
connected WAN upload bandwidth that will be reserved | Enask upoadces: [ gjms Downioad £
for the specified traffic. The maximum value is adjusted | Bsomowspae %
ini H Bandwidih Bomrow Spare |
to the remaining percentage after other rules receive Bandwidth:
. Upload Bandwidih . 0 %
their share. Downboad . 0
Upload Priarity Bandwidth:
Upload Priority: The priority value has two different ' ) e Downbad Prioty: | e
effects on traffic. Higher priority traffic is handled

before lower priority traffic, which can lead to shorter
response times. Also, when spare bandwidth is available it is offered to higher priority queues first. Move the
slider to select from the following options (Default: Normal):

Lowest

Lower

Below Normal
Normal

Above Normal
High

Higher
Highest

Click Next to continue to the next page.

Download Bandwidth
Enable Download QoS: (Default: Enabled.) Deselect if you want your rule to apply to upload traffic only. Leave
this selected to include download restrictions with this queue.

Borrow Spare Bandwidth: (Default: Enabled.) When this is enabled, the interfaces/protocols associated with
this rule will borrow unused bandwidth from other rules. Disabling borrowing will restrict the traffic to the
specified bandwidth. Higher priority queues will be offered excess bandwidth first.

Download Bandwidth: This is the percentage of the connected WAN upload bandwidth that will be reserved for
the specified traffic. The maximum value is adjusted to the remaining percentage after other queues receive
their share.

Download Priority: The priority value has two different effects on traffic. Higher priority traffic is handled
before lower priority traffic, which can lead to shorter response times. Also, when spare bandwidth is available
it is offered to higher priority queues first. Move the slider to select from the following options (Default:
Normal):

Lowest

Lower

Below Normal
Normal

Above Normal
High

Higher
Highest
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Click Finish to save this queue.

Rules
A traffic shaping rule identifies a specific message flow and assigns that flow to one of the gqueues created
above.

Click Add to create a new Traffic Shaping rule.

Traffic Shaping / QoS Rule Editor
The first page of the Traffic Shaping / QoS Rule Editor allows you enable/disable the rule, name the rule, specify
a protocol for the rule, and select a queue to associate the rule with.

Rule Enabled: (Default: Enabled.) Deselect this to disable this rule. This can be useful for quickly changing
configurations. If both upload QoS and download QoS are disabled then the rule will disable automatically.

Rule Name: Create a name for the rule that is meaningful to you.

Protocol: The protocol used by the messages: TCP/UDP, TCP, UDP,
or ICMP. Select “Any" if your rule does not control a specific type Q Add
of message that uses a specific protocol.

Queue Name: Select a queue to associate this rule with. Fiule Enabled. %

Click Next to continue to the next page. Pl lame | |
IP Version 1Pyd

Use ports and/or IP addresses to define the type(s) of traffic - - :

attached to this rule. Leaving any field blank will match all values; Fromeot TGPIUDP

all fields are optional. Queue Name | |

Source Port(s) and/or Destination Port(s): Enter a port number

between 1 and 65535. To enter a single port number, input the number into the left box. To enter a range of
ports, fill in both boxes separated by the colon. For example “80:90" would represent all ports between 80 and
90 including 80 and 90 themselves.

Source IP Address, Source Netmask, Destination IP

Address, and Destination Netmask: Specify an IP L Add test
address or range of IP addresses by combining an
|P address W|th d nEtmaSK f:or Either usourcen or Descrioe the netwark or server on the Intermet for which you want to shape traffic.

“destination” (or both). Source vs. destination is
defined by traffic flow. Leave these blank to include

NOTE: Leaving a fisld smpty will mateh any IP address and/or port numbsr. All fields are opfional.

all IP addresses (such as if your rule is defined by a souee Feriel L1
particular port instead). Source P4 Address
EXAMPLE: If you want to associate this rule with your Soee Nemasi
guest LAN, you could input the IP address and netmask Destination Port(s) =
for the guest LAN here (leaving the last slot “0" to allow Destination IPv4 Adcress:
for any user attached to the guest network): Destiation Nemask
Source IP Address: 192.168.10.0 Appication Set
Source Netmask: 255.255.255.0 DSGP (DifSery)
Application Set: Application sets can be defined in the DSCP Negate: O

Application Sets tab of the Firewall Configuration page.
The application identification might not take place until
multiple packets have already bypassed a rule. Application sets require an active license to exist on the device
for them to function.

DSCP (DiffServ): Differentiated Services Code Point (DSCP) is the successor to TOS (Type of Service). Use
this field to select traffic based on the DSCP header in each IP packet. This field is sometimes set by latency
sensitive equipment such as VoIP phones. This setting is optional.
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DSCP Negate: When checked this rule will match on any packet that does not match the DSCP field.
Click Finish to save this rule.

DNS, or Domain Name System, is @ naming system that translates between domain names (www.cradlepoint.
com, for example) and Internet IP addresses (206.207.82.197). A DNS server acts as an Internet phone book,
translating between names that make sense to people and the more complex numerical identifiers. The DNS
page for the device has these distinct functions:

DNS Settings: By default your router is set to automatically acquire DNS servers through your Internet
provider (Automatic). DNS Settings allows you to specify DNS servers of your choosing instead (Static).

Split DNS: Enable or disable the redirecting of specified domains to alternate DNS servers.

Dynamic DNS Configuration: Allows you to host a server (Web, FTP, etc.) using a domain name that you
have purchased (www.example.com) with your dynamically assigned IP address.

Known Hosts Configuration: Allows you to map a name (printer, scanner, laptop, etc.) to an IP address of a
device on the network.

DNS Settings

You have the option to choose specific DNS servers for your network instead of using the DNS servers
assigned by your Internet provider. The default DNS servers are usually adequate. You may want to assign DNS
servers if the default DNS servers are performing poorly, if you want WiFi clients to access DNS servers that
you use for customized addressing, or if you have a local DNS server on your network.

Mode: Automatic or Static (default: Automatic). Switching to “Static” enables you to set specific DNS servers in
the Primary DNS and Secondary DNS fields.

Primary DNS and Secondary DNS: If you choose to specify your DNS servers, then enter the IP addresses of
the servers you want as your primary and secondary DNS servers in these fields. The DNS server settings will
be pre-populated with public DNS server IP addresses. You can override the IP address with any other DNS
server IP address of your choice. For example, Google Public DNS servers have the IP addresses 8.8.8.8 and
8.8.4.4 while 4.2.2.2 and 4.2.2.3 are servers from Level 3

Communications. DNS Settings

Force All DNS Requests To Router: Enabling this will redirect
all DNS requests from LAN clients to the router's DNS
server. This will allow the router even more control over IP
addresses even when clients have their own DNS servers
statically set.

Mode:  Automatic

Force All DNS Requests To []
Router:

Split DNS

Split DNS allows you create two zones for the same domain,
one to be used by the internal network, the other used by the external network. Split DNS directs internal
hosts to an internal domain name server for name resolution and external hosts are directed to an external
domain name server for name resolution.

Primary Split DNS and Secondary Split DNS: If you choose to specify your DNS servers, then enter the IP
addresses of the servers you want as your primary and secondary DNS servers in these fields. The Secondary
DNS is optional.

Domain: Click Add to add desired domain for Split DNS.
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Dynamic DNS Configuration

The Dynamic DNS feature allows you to host a server (Web, FTP,
etc.) using a domain name that you have purchased (www.yourname.
com) with your dynamically assigned IP address. Most broadband
Internet Service Providers assign dynamic (changing) IP addresses.
When you use a Dynamic DNS service provider, you can enter your
host name to connect to your server, no matter what your IP
address is.

Enable Dynamic DNS: Enable this option only if you
have purchased your own domain name and registered
with a Dynamic DNS service provider.

Server Type. Select a dynamic DNS service provider

Split DNS
Enable Split DNS- []
Primary Split DNS:

Secondary Split DNS:

Dynamic DNS Gonfiguration

Enable Dynamic ONS: []

ClentStais: Serviee needs to bo configured.
Puture updates disablod,

from the dropdown list:
DynDNS
DNS-0-Matic
ChangelP
NO-IP
Custom Server (DynDNS clone)

Server Type: | DynDNS
Configure Dynamic ONS Service with Provider

Use HTTRS: [4

Hostname:

User name:
Password:

Advanced Dynamic DNS Settings

Custom Server Address. Only available if you select
Custom Server from the Server Address dropdown list.
Enter your custom DynDNS clone server address here.
For example: www.mydyndns.org.

Use HTTPS: Use the more secure HTTPS protocol. This is recommended, but can be disabled if not
compatible with the server.

Host name: Enter your host name, fully qualified. For example: myhost.mydomain.net.

User name: Enter the user name or key provided by the dynamic DNS service provider. If the dynamic DNS
provider supplies only a key, enter that key for both the User name and Password fields.

Password: Enter the password or key provided by the dynamic DNS service provider.

Update period (hours): | 576

Override External IP:

Advanced Dynamic DNS Settings
Update period (hours): (Default: 576) The time between periodic updates to the dynamic DNS, if your dynamic
IP address has not changed. The timeout period is entered in hours so valid values are from 1 to 8760.

Override External IP: The external IP is usually configured automatically during connection. However, in
situations where the unit is within a private network behind a firewall or router, the network's external IP
address will have to be manually configured in this field.

You may find out what your external IP address is by going to http://myip.dnsomatic.com in a web browser.

Known Hosts Configuration

The Known Hosts Configuration feature allows you to map a name (printer, scanner, laptop, etc.) to an IP
address of a device on the network. This assigns a new hostname that can be used to conveniently identify a
device within the network, such as an office printer.

Click Add to name a device in your network.

Fill in the following fields:
Hostname: Choose a name that is meaningful to you. No spaces are allowed in this field.
IP address: The address of the device within your network.

EXAMPLE: a personal laptop with IP address 192.168.0.164 could be assigned the name “MylLaptop.”
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Since the assigned name is mapped to an IP address,
the device's IP address should not change. To ensure
that the device keeps the same IP address, g0 to
NETWORKING > Local Networks > DHCP Server and
reserve the IP address for the device by selecting the
device in the Active Leases list and clicking Reserve.

Known Hosts Configuration

& Add
IP Version IPv6 Address IPv4 Address
]| samplec... ipd 1.2.3.4

WiFi as WAN uses an outside WiFi network as its Internet source. When WiFi as WAN is enabled, the router
will find other WiFi networks that you can select and connect to. Unless a selected WiFi source is on an
unprotected network, you will need to know its password or key.

To enable WiFi as WAN, first select the desired WiFi radio:

WiFi Radio #1 (2.4 GH2)
WiFi Radio #2 (5 GH2)

All Cradlepoint routers and some other routers use the same default IP address for the primary network:
192.168.0.1. If you attempt to set up WiFi as WAN and there is an “IP conflict,” you need to change the IP
address. The router is attempting to use the same IP address for both WAN and LAN, which is impossible. Go to
Network Settings > WiFi / Local Networks. Select the network and click Edit. You can change the IP address
under IPv4 Settings. For example, you might change 192.168.0.1 to 192.168.1.1.

Saved Profiles

This is a list of WiFi networks that have already been configured as WAN sources. The router will attempt to
connect to any of these access points using the password you have configured. If more than one access point
is in range, then the router will connect with the highest priority network.

Network: The name (SSID, or Service Set Identifier) that is broadcast by the access point.

BSSID: The numeric ID of the network (Basic Service Set ldentifier). This parameter is required when trying

to connect to a hidden network using WiFi as WAN. It is
optional when connecting to a visible network. If it is
set in a profile, both the SSID and BSSID must match to
connect to an access point. If the BSSID is not set in a
profile, then the router will connect to any access point
that matches the given SSID.

Auth Mode: The type of encryption that is used by the
network.

None

WEP Auto

WEP Open

WEP Shared

WPA1 Personal

WPA2 Personal

WPA1 & WPA2 Personal

You have two options for adding network profiles:

VL igmel e NP e, Al WiFi Radio #2 (5 GHz)  Wireless Scan Settings

Radio Settings

WiFi Client Mode: | Wireless as WAN

Reset Save
Saved Profiles
Add
o o550 s et
[]| sample wpaZpsk true

Automatic — Select a WiFi network in Site Survey and click Import
Manual - Click on Add under Saved Profiles and input the required information.
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Site Survey

This is a list of WiFi networks that the router can currently find, along with information about the network
such as its mode and channel. Click “Refresh™ if a WiFi network you want to connect to is not listed. You can
sort the list based on any of the fields by clicking on the field name.

If you import a network from Site Survey, most of the information about the network will already be
completed. You need to input the password (if there is one) and then click submit to save the WiFi as WAN
profile.

Wireless Scan Settings
Scan Interval: How often WiFi as WAN scans the environment for updates. (Default: 60 seconds. Range: 5-3600
seconds.)

Scan While Connected: Continue to scan for WiFi as Site Survey
WAN profile updates when connected. Each time a scan Rem =
occurs the wireless communication of the router will mm,
be temporarily interrupted. Normally this should be BZpubiic 0.25.72ca 7o 11 wpatwpaZpsk/ikipaes
dlSBmEd f0:25:72:ca:Th:12 -82 bg wepauto 1
BZpublic ec:c8:82:fb:d1-d1 n big wpalwpaZpskitkipaes 1
ec:c8:82:fb:d1:d2 69 big wepauto "
00:23:04:37:d2:61 54 big none 1
00:23:04:37.d2:60 61 big wpalwpa2 (unsupported) 1
northwesternm. e0:1c:41:29:72:d5 83 bigin wpa2psk 6
MBR1200B-2ee 00:30:44:18:22:ee -81 bigin wpa2psk 1
alyssa 00:30:44:18:f5:23 -79 bigin wpalwpa2psk/aes 2
WAN Affinity rules allow you to manage traffic in Guest 2572caTe 79 bign  wpa2psk "
. . PCA_BYOD f0:25:72:ca7e:f1 -19 bigin wpa2 (unsupported) "
your network so that particular bandwidth uses are

associated with particular WAN sources. This allows you
to prioritize bandwidth.

EXAMPLE: You could specify that your guest LAN is
only associated with your Ethernet connection with no WiFi Radio #1 (24 GHz) Wiki Radio #2 (5 GHz)
failover. Then if your Ethernet connection goes down Scan Inferval: (e 60
and the embedded modem connects for failover for your Scan While Connected: []

primary LAN, your guest LAN will not take bandwidth
from your primary LAN, saving you money.

Click Add to open the WAN Affinity Policy Editor and create a new WAN Affinity rule.
Name: Give a name for your rule that is meaningful to you.

DSCP (DiffServ): Differentiated Services Code Point is the successor to TOS (Type of Service). Use this field
to select traffic based on the DSCP header in each

IP packet. This field is sometimes set by latency Affinity Rules

sensitive equipment such as VolP phones. If you

know specific DSCP values, you can input one here. © Add

DSCP Negate: When checked this rule will match on mm
any packet that does NOT match the DSCP field. L] test any true ethemet-wan

Protocol: Select from the dropdown list to specify
the protocol for a particular data use. Otherwise, leave “Any" selected.

Any
ICMP
TCP
UDP
GRE
ESP
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SCTP

Source IP Address, Source Netmask, Destination

IP Address, and Destination Netmask: Specify an

IP address or range of IP addresses by combining

an IP address with a netmask for either “source”

or “destination” (or both). Source vs. destination is
defined by traffic flow. Leave these blank to include
all IP addresses (such as if your rule is defined by a
particular port instead).

EXAMPLE: If you want to associate this rule with
your guest LAN, you could input the IP address and
netmask for the guest LAN here (leaving the last
slot “0" to allow for any user attached to the guest
network):

Source IP Address: 192.168.10.0
Source Netmask: 255.255.255.0

9/5117

L} Edit or Add Affinity Rule:
Name:
DSCP (DifiServ):
D3CP Negate: []
Protocal: | Any
Source P Address:
Source Nelmask:
Source Negate: [ |
Dastination IP Address:
Destination Netmask:
Destination Negate: [
Failover:
WAN Binding Type: | Unigue 1D is

Load Balance Aigorithm: | Round-Robin

Failover: (Default: Selected.) When this is selected and traffic from the chosen WAN device for this rule is
interrupted, the router will fail over to another available WAN device. Deselect this option to restrict this

traffic to only the selected WAN interface.

When Condition

Port Is

Type Is not
When:

Value
USB Port 1
WiMax

Port — Select by the physical port on the router that you are plugging the modem into (e.g., “USB Port

21\].

Manufacturer — Select by the modem manufacturer (e.g., “Cradlepoint Inc.").

Model — Set your rule according to the specific model of modem.

Type — Select by type of Internet source (Ethernet, LTE, Modem, Wireless as WAN, WiMAX).

Serial Number — Select a 3G or LTE modem by the serial number.

MAC Address — Select from a dropdown list of attached devices.

Unique ID — Select by ID. This is generated by the router and displayed when the device is connected

to the router.

Condition: Select “is,
statement.

"N

is not,"” “starts with,” “contains,” or “ends with" to create your condition's

Value: If the correct values are available, select from the dropdown list. You may need to manually input

the value.

Load Balance Algorithm: Select the Load Balance Algorithm for this WAN Affinity rule from the following

dropdown options:

Round-Robin: Evenly distribute each session to the available WAN connections.

Rate: Distribute load based on the current upload and download rates. A WAN device's upload and
download bandwidth values can be set in CONNECTION MANAGER.

Spillover: This was the default algorithm in older (version 3) firmware. Load is always given to devices with
the most available bandwidth. The estimated bandwidth rate is based on a combination of the upload and
download configuration values and the observed capabilities of the device.
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Data Usage: This mode works in concert with the Data Usage feature. The router will make a best effort to
keep data usage between interfaces at a similar percentage of the assigned data cap in the data usage rule
for each interface, rather than distributing sessions based solely on bandwidth. For proper functioning you
need to create data usage rules for each WAN device you will be load balancing. Make certain to select the
“Use with Load Balancing” checkbox in the data usage rule editor.

Client Data Usage displays upload and download traffic for each LAN client. Click Enable Client Data Usage
Monitoring Service to begin tracking this information. This data is not retained between router reboots.

For each client this shows: Name, IP address, MAC address, amount of data uploaded (MB), amount of data
downloaded (MB), and when traffic was last sent or received for that client (“Last Traffic").

The names that are shown are received during a DHCP exchange. If a client disconnects and reconnects with
a new IP address there will be an additional entry in this
list.

Pressing Reset Statistics will restart all counters at 0.

Client Data Usage

Enable Client Data Usage Monitoring Service: A

Go to Status -= Internet -= Client Data Usage to view monitored data usage.

Next Hop Resolution Protocol is a protocol used to discover addresses of clients on Non-Broadcast Multiple
Access (NBMA) networks. It is used to create next-generation VPN technologies that allow shortcutting
between spokes. With NHRP, systems attached to an NBMA network dynamically learn the NBMA address of
the other systems that are part of that network, allowing these systems to directly communicate without
requiring an intermediate hop.

The NHRP Supported Interfaces table displays

the following fields for each configured NHRP NHRP Supported Interfaces

interface: @ Add
Name: Name o the GSE Ll that 6P - g ey
Protocol Address/Prefix Add Flags Enabled
use 1] test 1.2.3.4/255 255 2550 345 None Enabled

Protocol Address/Prefix: GRE tunnel endpoint
mapping that NHRP associates with the NBMA
server

NBMA Address: NBMA server address the protocol address/prefix is associated with
Flags:

SD: Shortcut-Destination

N: Non-Caching

S: Shortcut

R: Redirect

Click Add to create a new NHRP interface.
Enabled: Enable or disable the interface.

Name: Give the interface a unique name that matches the mGRE (multipoint GRE) tunnel. Select from
configured GRE tunnels or input manually.

Peer Authentication: Embeds the secret plaintext password to outgoing NHRP packets. Incoming NHRP
packets on this interface are discarded unless this password is present. Max length: eight characters.

Holding Time: Specifies the holding time for NHRP registration requests and resolution replies.
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Shortcut-Destination: Reply with authoritative

answers on NHRP resolution requests destined to 0 NHRP Editor

addresses in this interface (instead of forwarding Enatled: []
the packets). Name:
Non-Caching: Disables caching of peer information Feer fumenteaton
from forwarded NHRP resolution reply packets. Folding Time: | 7200
Shortcut: Enable creation of shortcut routes. Snorat Destnation: [ ]
Redirect: Enable sending of proprietary enterprise- o Gastre [
style NHRP traffic indication packets. S”ﬂfmutSD
« Multicast: Determines how multicast packets :ue”“re: Dms

should be forwarded through NHRP interfaces.

NHS: Multicast packets will be forwarded to Static Peer Map
each statically configured next hop server. This
is default and is typical for the configuration of | oo

an NHRP spoke.
Dynamic: Multicast packets will be forwarded to
each connected peer. This is typically used for
an NHRP hub.

You also have the option to create static mappings for this interface. Click Add in the table to open the static
mapping editor.
Protocol Address: Mapped endpoint to from protocol address to NBMA address
Protocol Prefix: Optional prefix for protocol address
NBMA Address: Destination mapped address from protocol address/prefix
Register: This optional parameter specifies that a Registration Request should be sent to this peer on
startup (displays flag R in the static mapping table if selected)
Proprietary 0S: This should be enabled if the statically mapped peer is running proprietary 0S (displays flag
Cin the static mapping table if selected).
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SECURITY

Identiti L ) : )
HHES Identities are reusable groups of items that are added to filter policy rules. A

Zone Firewall match on any single item in the group will cause the rule to match. Identities are
Cloud-Based Security referenced in rules by their name. Choosing descriptive names like “NW Sales Team”
Web Access Filtering or “Engineering” will aid in understanding existing rules and in choosing identities for
new rules.

Certificate Management

HOST ADDRESSES

A Host identity can contain IPv4, IPv6, and Fully Qualified Domain Name addresses.
A single identity can contain a combination of IPv4 and IPv6 addresses. IPv4/6
addresses cannot be combined with FQDN addresses in the same identity.

IP addresses are entered using CIDR notation, e.g. 1.2.3.4/32 and
0123:4567::CDEF/128. FQDN addresses are entered with at least one dot separating a
MAC Addresses top-level domain from a root zone, e.g. cradlepoint.com.

To add a Host Address Identity, click Add.

Identities
Host Addresses
Ports

PORTS
A port identity member can be entered as a single Start port number or as a port range by entering both a
Start and End port number.

To add a Port Identity, click Add.

MAC ADDRESSES
MAC addresses are entered in the form aa:bb:cc:dd:ee:ff.

To add a MAC Address Identity, click Add.

ZONE DEFINITION

Identities A Zone is a group of network interfaces. By default all interfaces within a zone
are allowed to initialize network communication with each other, however any
network traffic initialized outside of a zone to the interfaces within the zone

will be denied.
To add a zone, click Add.

Zone Firewall
Zone Definition
Filter Policies
Zone Forwarding
Options
Metwork Prefix Translation FILTER POLICIES

A Filter Policy is a one-way filter applied to initialized network traffic flowing

from one zone to another. A Filter Policy needs to be assigned to a Forwarding
Port Forward & Proxy for it to take effect. Filter Policies can either be Added, Edited, or Removed.
NAT . Default Allow All is a preconfigured policy to allow all traffic initialized

from one zone to flow to another zone. The state of the connection is tracked
to allow responses to traverse the zones back to the source. LAN to WAN forwardings use this policy by
default. The policy can be removed or altered to filter the traffic flow.

Remote Access Restriction
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Default Deny All is a preconfigured policy to deny all . .
traffic initialized from one zone to be blocked to another | & Policy Editor

zone. WAN to LAN forwardings use this policy by default. Folo tian: | ot (JMow (@) bey
The policy can be removed or altered to filter the traffic 195 (ErIng ey elogng s g s e )
flow Rules

Click Add to create a new filter policy, or select an existing @ A

policy and click Edit to open the filter policy editor. _mﬂ_
None defined

Name: Create a name meaningful to you.
Action: Choose either Allow or Deny. This is the action
taken by the firewall if none of the filter policy rules match the traffic being filtered.

Log: When checked, every rule in the policy will log matching packets as if the rule's Log option had been
selected.

Click Add to create a new rule for this filter policy, or select an existing rule and click Edit to open the Rule
Editor.

Name: Create a rule name meaningful to you.

Action: Choose either Allow or Deny. This is the action 0 Fue et o
. . . . . ule editor

taken by the firewall if the rule criteria match the traffic e [ .

belng f||tEF9d Log: [] (Policy-evel logging overrides this setting) IPversion: @) 1Pv4 (OIPVE () IPvd+ IPVE.

Log: When checked, each packet matching this filter rule
will be logged in the System Log.

IP Version: Select the IP version to match.

Enter match criteria under Source, Destination, Protocols
and Application Sets.

Source: Select defined identities or enter individual criteria for the appropriate Host, Port and MAC
address columns to match the source of the traffic.

Host: Enter an IP address or select a host identity.
Port: Enter a port, port range, or select a port identity.
MAC: Enter a MAC address or select a MAC address identity.

Destination: Select defined identities or enter individual criteria for the appropriate Host, Port and
MAC address columns to match the destination of the traffic. See Source for the column definitions.

Protocols: Select protocols (such as TCP, UDP, GRE, etc) from the defined list or enter a numeric code
for other protocols to match traffic of that protocol.

Application Sets: Select the defined application set or sets to match traffic related to those sets.

Host © Port' @ MAC [+]

None assigned None assigned None assigned

ZONE FORWARDING

Forwardings define how Filter Policies affect traffic
flowing between zones in one direction. Simply
configure the Source Zone, Destination Zone, and © Aad

Filter Policy to define a Forwarding. Forwardings can ?T“W
be Added, Edited, Removed, or Toggled. Toggling a . ,
Forwarding will either enable or disable the Forwarding.

Forwardings

Enable WAN Zone Defau

Enable

]
O
O Defaul
O

Enable Def

Source and Destination zones are chosen from the list
of Zone Definitions. In addition, two special zones can
be selected for forwarding endpoints:

The All zone will match any traffic handled by the router and is used as an endpoint for IP Filter Rules

migrated from previous NetCloud OS versions. User editable zones are preferred when adding new
forwardings.
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The Router zone will match any traffic initialized from or directed to router services and can be used to
filter router service traffic. An example of traffic initialized by a router service would be the NCM service.
An example of traffic destined to a router service would be the SNMP service.

OPTIONS

Firewall Options
Anti-Spoof: Anti-Spoof checks help protect against malicious users faking the source address in packets
they transmit in order to either hide themselves or to impersonate someone else. Once the user has
spoofed their address they can launch a network attack without revealing the true source of the attack or
attempt to gain access to network services that are restricted to certain addresses.
Log Web Access: Enable this option to create a syslog record of web (IP port 80) access. Each entry will
contain the the IP address of the server and the client. Note that this may create a lot of log entries,
especially on a busy network. Sending the system log to a syslog server is recommended.

Application Gateways
Enabling an application gateway makes pinholes thru the firewall. This may be required for some applications
to function, or for an application to improve functionality or add features.
NOTE: Exercise caution in enabling application gateways as they impact the security of your network.
PPTP: For virtual private network access using Point to Point Tunneling Protocol.
SIP: For Voice over IP using Session Initiation Protocol.
TFTP: Enables file transfer using Trivial File Transfer Protocol.
FTP: To allow normal mode when using File Transfer Protocol. Not needed for passive mode.

IRC: For Direct Client to Client (DCC) transfer when using Internet Relay Chat. You may wish to forward TCP
port 113 for incoming identd (RFC 1413) requests.

DMZ (Demilitarized Zone)

A DMZ host is effectively not firewalled in the sense that any computer on the Internet may attempt to
remotely access network services at the DMZ IP address. Typical uses involve running a public web server,
supporting older games, or sharing files.

NOTE: As with port forwarding, caution should be used when enabling the DMZ feature as it can threaten the
security of your network.

NETWORK PREFIX TRANSLATION

Network Prefix Translation is used in IPvb networks to translate one IPv6 prefix to another. IPv6 prefix
translation is an experimental specification (RFC 6296) trying to achieve address independence similar to NAT
in IPv4. Unlike NAT, however, NPT is stateless and preserves the IPvE principle that each device has a routable
public address. But it still breaks any protocol embedding IPv6 addresses (e.g. IPsec) and is generally not
recommended for use by the IETF. NPT can help to keep internal network ranges consistent across various IPv6e
providers, but it cannot be used effectively in all situations.

The primary purpose for Cradlepoint’s NPT implementation is for failover/failback and load balancing setups.
LAN clients can potentially retain the original IPv6 lease information and may experience a more seamless
transition when WAN connectivity changes than if not utilizing NPT.
Mode:

None — No translation is performed

Load Balance Only — (Default) Only translate networks when actively load balancing

First — Use the first IPvb prefix found
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Static — Always use a static IPv6 translation (input the prefix here)

Transitioning from short prefix to a longer prefix (such as from /48 to /64) is not without problems, as some of
the LANs may lose IPv6 connectivity.

REMOTE ACCESS RESTRICTION

Add any IPv4 addresses that need access to remote administration to this list. Clicking Add will allow the
addition of IP address and netmask pairs to the administration filter. Edit will allow you to change settings for
the selected address. Remove will remove a selected entry.

PORT FORWARD & PROXY
A port forwarding rule allows traffic from the Internet to reach
a computer on the inside of your network. For example, a port o

forwarding rule might be used to run a Web server. [B tamo | imtornot ortic | Forwardingto | rotocot | Mnable |
NOTE: Exercise caution when adding new rules as they impact
the security of your network.

Port Forwarding Rules

Click Add to create a new port forwarding rule, or select an Port Proxying Fules
© Ada

existing rule and click Edit. B | |l | et [ e
Add/Edit Port Forwarding Rule
Name: Name your rule.

- Enabled: Toggle whether your rule is enabled. Selected by default.

Use Port Range: Changes the selection options to allow you ,
to input a range of ports (if desired). ° Edit
Internet Port(s): The port number(s) as you want it defined Name:
on the Internet. Typically these will be the same as the

Enabled: [/
local port numbers, but they do not have to be. These o
numbers will be mapped to the local port numbers. Intemet Portis) =
Local Computer: Select the IP address of an attached Local Gomputer:
device from the dropdown menu, or manually input the IP soal Porte) .

address of a device.

Local Port(s): The port number(s) that corresponds to
the service (Web server, FTP, etc.) on a local computer
or device. For example, you might input “80" in the Local Port(s) field to open a port for a Web server
on a computer within your network. The Internet Port(s) field could then also be 80, or you could choose
another port number that will be used across the Internet to access your Web server. If you choose a
number other than 80 for the Internet Port, connections to that number will be mapped to 80 — and
therefore the Web server — within your network.
Protocol: Select from the following options in the dropdown menu:

TCP

UDP

TCP & UDP
Click Save to save your completed port forwarding rule.

Protocol: | TGP & UDP

Port Proxying Rules
A port proxying rule allows traffic from the local LAN to be redirected to a specific computer/IP address on the
Internet.

Click Add to create a new port proxying rule, or select an existing rule and click Edit.
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Add/Edit Port Proxying Rule
Name: Name your rule.
Enabled: Toggle whether your rule is enabled. Selected by

default. L Edit

Use Port Range: Check this box to create a rule which proxies Name:

a contiguous range of ports instead of a single port. The Enabled: (7]
remote port(s) will require the same number of contiguous NN :
ports. Local Port(s): :
Local Port(s): Specify the IP port(s) on the LAN to proxy to a Remote Gompuer.

remote computer. Remate Port(s): -
Remote Computer: Specify the remote computer to receive Profocol | TGP & UDP
proxied traffic.

Remote Port(s): Specify the IP port (first if a range) on the
remote computer to receive proxy traffic.

Protocol: Select the IP protocol traffic to proxy from the following options in the dropdown menu:
TCP
UDP
TCP & UDP

Click Save to save your completed port proxying rule.

NAT

Zone NAT is similar to Port Forwarding and provides that functionality by mapping ports available on interfaces
associated with the Zone to ports available on local clients. Zone NAT also has the ability to map many types
interfaces selectable via a Zone. For example, GRE interfaces can be used to port forward traffic from the GRE
endpoints to local client thereby limiting exposure to the local LAN while still gaining the benefits of GRE.

Click Add to create a Zone NAT.
Source Zone Name: The Zone created in Zone Firewall. Select
the Zone to NAT.
Original Destination IP: Specify which inbound traffic to this
router will have the destination IP translated to an internal

L} Edit NAT Entry

Source Zone Name:

Original Destination 1P:

network. nbound P:rt'a_::l:l ,>|:|
Inbound Port(s): Specify the IP port(s) on the inbound traffic Loca Compue:
to forward to a local computer. oapotsy [ |

Frofocol: | TGP

Local Computer: Specify the local computer to receive
forwarded traffic.

Local Port(s): Specify the IP port (first if a range) on the local computer to receive forwarded traffic.
Protocol: Select the IP protocol traffic to forward.

Select a third-party Cloud Provider from the dropdown list.
Zscaler Internet Security
Zscaler Secure Web Gateway
Umbrella by OpenDNS
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Zscaler

Zscaler is a cloud-based web filtering and security provider that offers
several plan options. Depending on your Zscaler implementation, this could
include:

Global Cloud Platform
Real-Time Reporting
Behavioral Analysis

URL Filtering

Advanced Threat Protection
Inline Anti-Virus & Anti-Spyware
Web 2.0 Control

Data Loss Prevention
Bandwidth Management
Web Access Control

And more...

NOTE: Zscaler requires a feature license. Go to SYSTEM > Feature Licenses
to enable this feature.

Enter your Zscaler account information to enable these settings. Input
local network information (Network Address and Netmask) to assign your
Zscaler implementation to one or more local network(s).

Umbrella by OpenDNS

Umbrella by OpenDNS is a cloud-based web filtering and security solution
that protects you online by filtering websites. Go to http://www.opendns.
com/business-security for information about Umbrella.

Enter your Umbrella account information in order to use these content
filtering settings.

OpenDNS ISP Filter Bypass Algorithm: It is possible that your Internet
Service Provider (ISP) uses the port that OpenDNS is configured to access,
port 53, which will prevent OpenDNS filtering. If OpenDNS does not appear
to be working correctly, enabling this will attempt to bypass those ports
when using an OpenDNS content filtering level.

cradlepoint
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Cloud Based Filtering/Security

Cloud Provider: | Zscaler Secure Web Gateway

&> zscaler

User 1D
PreShared Key:

Galeway.

Local Networks

H Notwork Addross Notmack
—

Gloud Based Filtering/Security

Gloud Provider: | Zscaler Intemet Seeurity

@%>zscaler

Mode: | DynDNS
Failure Operation: | Allow Traffic

Glent Status:

needs to be

DynDNS Settings

Primary DNS: | 8.34.34.34

Secondary ONS: | 8,35.35.35
DynDNS Server Address. | ddns zscalershift net
User name:

Password

~

Cloud Based Filtering/Security

Cloud Provider: | UmbrellaOpenDNS

UMBRELLA
by

GlentSlaus: Service needs to be configured.
Usemame:
Password:

OpenDNS ISP Filler Bypass Aigoritm: [

~ 3
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UPSTREAM PROXY SETTINGS

Identities Enabled: Select whether the use of an Upstream Proxy server is enabled.
Zone Firewall Proxy Address: The Proxy Address is the address the desired HTTP proxy is
Cloud-Based Secunty hosted at. Addresses can be input as host names or as ip addresses. If the
Web Access Filtering proxy is unavailable HTTP traffic _
Unstream Proxy Seii will fail to cross the network and a Upstream Proxy Settings
s 4 e notification page will be shown. Enable: [
MAC Web Filter Rules HTTP P Th he HTTP P ) prony Adress |
N roxy ress
Network Web Filter Rules . . ort: The port the roxy 15 -
listening on. HTTP Port | 8080
Certificate Ma ment - _—
— HTTPS Port (Optional): The port for HTTPS Por(Opliona)

the proxy to forward HTTPS traffic to.
HTTPS is not transparently intercepted and must have the LAN clients configured to use the Cradlepoint router
as a proxy for HTTPS to work properly.

MAC WEB FILTER RULES
MAC Address WebFilter Rules allow you to control access from a specific MAC address to external domains or
websites. To add a rule, click Add.

MAC Address: Enter MAC Address.

Filter Action: Select Block or Allow.

DomamlURLIIP. En_ter the Domain Name or URL (address) of £X Edit or Add MAC Rule: oo
the WebSIte yOU WISh to COﬂtrOl access for‘ eg WWW.gOOgle Enter the Domain Name or URL (address) of the website you wish to control access for, i.e.
com. To make sure the full domain is blocked, enter the MOSt | weamelecon Tenate e e mar s tocked st e e losie s
inclusive domain (e.g. google.com will effectively block www. images.exemple-com Allemaliel you can uae an P address, Le 8.6.88 or address range
googlecom aS We” aS mapsgooglecom and Imagesgoogle Addresses that have an Allow action assigned will have access allowed while Addresses with a
com). Alternatively you can use an IP address, e.8. 8.8.8.8, OF | [ e riee o e nie it the Hghestpiy i ueed
address range written in CIDR notation, e.g. 8.8.8.0/24. weagess [ ]

L. R Filter Action - | Block
Rule Priority: Higher number rules overrule lower number DomaiVURLIP: [ g wncompary com a |
rules. Rule Priority: | 50
Enabled: A rule can be enabled or disabled by selecting or Frebea 2

deselecting the checkbox.

Use MAC Address WebFilter Defaults together with MAC Address WebFilter Rules to control website access for
specific MAC addresses. By default, each MAC address is allowed website access. Click Add/Edit to change this
setting for a MAC address.

Input the MAC Address and Default Action you would like to apply to that MAC address.

Default Action: Select from the following dropdown options:
Allow Access (default)
Block Access

L Edit or Add Default Filter Settings:

Input the MAG address and default action you would like to apply o that MAC address.

MAG Address: | ‘

When a network is set to Allow Access, it will allow access to sites
not specifically blocked in the WebFilter Rules. When a network

is set to Block Access, it will block access to sites not specifically
allowed in the WebFilter Rules.

Default Action” | Block Access

NETWORK WEB FILTER RULES
Domain/URL filter rules allow you to control access from your network to any external domain or website.
Rules are assigned to a specific LAN network and the highest priority rule will have precedence when there is
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a conflict. Addresses can be added by URL/Domain name or
by IP address. IP address ranges can be filtered by using CIDR
notation, e.g. 4.2.2.2124.

Exceptions to existing rules can be created by adding another
rule with higher priority. For example if access to maps.
example.com is desired, but example.com is blocked with a
priority of 50. The addition of an allow rule for maps.example.
com with a priority of 49 or less will allow access.

When creating rules keep in mind that some sites use multiple
domains so each domain may need a rule added to produce
the desired behavior.

To add a Network Web Filter Rule, click Add.

Default Network Filter Settings

When a network is set to Allow (Blacklist) it will allow access
to those sites not blocked in the Filter Rules. Selecting Block
(Whitelist) will only allow access to websites with an Allow
action in the Filter rules, all other sites will be blocked.

Selecting to Filter URLs by IP Address will cause the router
to perform a DNS lookup on URL entries and the IP addresses
will be appended to the appropriate block/allow list. This can
have side effect of being very strict and sites that are hosted
across many domains may need every domain added the list
for full functionality.

9/5117

X Edit or Add Network Rule: 00

Enter the Domain Name or URL {address) of the website you wish to control access for, ie
www.example.com. Te make sure the full domain is blecked, enter the most inclusive domain
i.e. example.com will effectively block www, ple.com as well as mail ple.com and
images.example.com. Alternatively you can use an |P address, i.e 8.8.8.8 or address range
written in CIDR netation, i e 8.8.8.0/24

Addresses that have an Allow action assigned will have access allowed while Addresses with a
Block action assigned will be blocked
When multiple rules conflict the rule with the highest pricrity is used

Filter Action - | Block

Rule Pricrity: . 50

Enabled: (4

LX Edit or Add Default Filter Settings: Primary LAN 2]

When a network is set to Allow (Blackiist) it will allow access 1o any site not blocked in the Fiiter Rules. Selecting Block
(Whitelist) will only allow access to websites with an assigned Allow acfion in the: Filier rules, all other sites will be
biacked.

Selecting io Filter URLs by IP* Address will cause fhe router to perform a DNS lookup an URL enfries and the IP
addresses will be appended to the appropriate biock/allow list. This can have side effect of being very strict and sites that
are hosted across many domains may need every domain added the list for full functionality.

Default Action: | Allow Access

Filler URLs by IP Address: | No

The settings can be changed by selecting a network and clicking the Edit button.

LOCAL CERTIFICATES
Identities

Zone Firewall
Content Filtering

Threat Management
issuer belongs

Certificate Management
Local Certificates

Certificate Signing Request
PEM

PKCS12 button.

Local Certificates

@ Add

[J| CP Secure CA N/A NA NJA NFA NFA AccessMyLAN.com Root Authority
[ CP Zscaler (CA)
[1 CP Zscaler

San Jose, California, US Zscaler,zPath

Boise ldaho,US

tlv_prod zpath.net

Cradlepoint, Inc, N/A cradlepoint.com tlv_pred zpath net

cradlepoint

This is a table of local certificates, including certificate details.
-Name: Friendly description of the certificate.
-Location: The certificate issuer’s locality (city, town, etc.)
Organization Information: The organization to which the certificate

-Common Name: Name used to match authentication credentials
To add a local certificate, click Add.
Remove a local certificate by selecting the certificate and clicking the Remove
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X Add New Certificate: ¢

Generd Desoription

Issuer
Set as CA certificate: [

Sign with CA certificate: (4
Certificate Name

Add certificate attributes: |4

Subject
Country Name:
State or Province Name:
Local Name:

Organization Name:

Org Unit

Gommon Name:

Email Address:
Vaiidity

Days: | 1

Public Key Algcrithm
Type: () RsA () DsA
Digest: () mDs () SHA-128 () SHA-256
Bits ) 1024 () 2048

CERTIFICATE SIGNING REQUEST

Request a certificate signature from a remote CA. Using an established, third-party CA increases the likelihood
that your certificate will be trusted by others (see security issues for self-signed certificates for more
information).

Generate a certificate signing request (CSR) by selecting a certificate from the dropdown list (Certificate Name
field) and downloading the CSR. The CSR can then be sent to a remote CA for a signature. Once the certificate
has been signed, import the certificate in PEM or PKCS #12 format.

When you export the CSR, select a Digest, or cryptographic hash function. These are listed in order of increasing
Security. More security requires more router resources.

MD5

SHA-128

SHA-256

Gertificate Signing Request

Certificate Name

Digest: () MD5 () SHA-128 () 5HA-256

PEM

PEM is a container format for encoding data — in this case, X.509 certificates. PEM was originally designed for
encoding email (PEM stands for Privacy-enhanced Electronic Mail), but it has never been widely used for that
purpose. The format is much more common for encoding digital certificates.
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The PEM format uses Baseb64 and DER (Distinguished Encoding
Rules) encoding.

To import, choose a certificate file in PEM format from your
computer or local device and upload it to the router. Give the
certificate a name that is meaningful to you.

To export, select a local certificate from the dropdown list and
download it to your computer or local device in PEM format.

PKCS12

PKCS #12 is one of the public-key cryptography standards.
PKCS #12 files bundle public and private certificate keys in an
archive file format. The PKCS #12 container format is more
secure than the PEM container format because it is protected
by an encryption key.

To import, choose a certificate file in PKCS #12 format from
your computer or local device and upload it to the router. Give
the certificate a name that is meaningful to you. PKCS #12
files are protected by a passphrase — you must know this key
to import the file.

To export, select a local certificate from the dropdown list
and download it to your computer or local device in PKCS

#12 format. When you export this file, you must create a
passphrase to protect it. This key is required for future use of
the file.

cradlepoint
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Import PEM CA Certificate

Name:

Certificate File

Export PEM Format CA Certificates

Certificate Name

[ Seiect File

Export/Download Certificate

Import PKCS12 Format Gertificates

Name:
Passphrase

Certificate File:

Export PKCS12 Format Certificates

Certificate Name

Passphrase:

Select File
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SYSTEM
Administration
ROUTER SECURITY
NH(_:IDUd When the router is ,
Device Alerts configured to use the Router Security
Serial Redirector advanced security mode, Advanced Securty Made: []
GPIOs several aspects of the AT PASSUDIT, | semmmoesssmsmsmrsrasn |
SNMP Configuration routers configuration and
5 networking functionality Reset
ystem Control -
: i will be extended to support
Diagnostics high security environments.
Setup Wizards This includes support for multiple user accounts, increased password security and
additional network spoofing filters. If you plan to use your router in a PCl DSS
i compliant environment this option is mandatory.

Administration
REMOTE ADMIN

Remote Management allows a user to enable incoming WAN pings or change
settings for the router from the Internet using the router’s Internet address.

Router Secunty

Remote Admin

Feature Licenses . . ) .
Allow WAN pings — When enabled the functionality allows an external WAN client

System Clock to ping the router.

Lo Mg me Allow Remote Web Administration — When remote administration is enabled

SMS it allows access to these administration web pages from the Internet. With it
System Logging disabled, you must be a client on the local network to access the administration
Foailca S o website. For security, remote access is usually done via a non-standard http port.
T Additionally, encrypted connections can be required for an added level of security.
emperature
- Require HTTPS Connection — Requiring a secure (https) connection is
recommended
HTTP Port: Default — 8080. This option is disabled if you | femeteAdmi
select “Require Secure Connection” Al WAN pings: []
Secure HTTPS Port — Default: 8443. Ao TR e RSN | P s cin sty I asess e Frenad
Requira HTTPS Gonnestion: []
NOTE: You can restrict remote access to only specified IP HTTF Port: | 080
addresses in SECURITY > Zone Firewall > Remote Access Secure HTTPS Port | 3443
Restriction. Allow Femote SSH Access [ ] Only applicable when SSH is enabled in the [ncal Management tao

Allow Remote SSH Access — This will enable SSH access to

the router from the Internet. It is only available when SSH access is enabled in the Local Management tab. Some
carriers block the remote SSH access ports. If a ping to the router's WAN port does not work, it is unlikely that
remote SSH access will work.

FEATURE LICENSES Feature Licenses
Some Cradlepoint features may require a license. These Foature Name Days Remaining

features are disabled by default. To obtain a feature license, Extended Enterprise License 1411 1411
contact your Cradlepoint sales representative. CP Secure Threat Management  unlicensed 0
CP Secure Connect unlicensed 0

Once you have obtained the feature license file, upload the
file to enable the feature. A reboot is required after uploading Feature License File: e
a feature license file.
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LOCAL MANAGEMENT

Enable Internet Bounce Pages — Bounce pages show up in your web
browser when the router is not connected to the Internet. They
inform you that you are not connected and try to explain why. If
you disable bounce pages then you will just get the usual browser
timeout. In the normal case when the router is connected to the Enable Login Banner: []
Internet you don't see them at all. Local Domain: | local.td

Reboot Count — Track number of router reboots. System Identifer: | 191 100 94
Enable Login Banner — Add the CLI banner to the router’s login page.

Local Management

Enable Internet Beunce Pages: [

Reboot Count: []

Asset Identifier:

Require HTTPS Connection: []

Local Domain — The local domain is used as the suffix for DNS Secure HTTPS Port: | 443
entries of local hosts. This is tied to the hostnames of DHCP clients Enable SSH Server. [
as DHCP_HOSTNAME.LOCAL_DOMAIN. SSH Sarver Port: | 22
System Identifier — This is a customizable identity that will be used Automatically Set System []
in router reporting and alerting. The default value is the product Idenifier.
name and the last three characters of the MAC address of the

router.

Asset Identifier — This is a customizable string that will be used in router reporting and alerting.

Require HTTPS Connection — Check this box if you want to encrypt all router administration communication.
Secure HTTPS Port — Enter the port number you want to use. The default is 443.

Enable SSH Server — When the router's SSH server is enabled you may access the router's command line
interface (CLI) using the standards-based SSH protocol. Use the username “admin” and the standard system
password to log in.

SSH Server Port — Default: 22.

Automatically Set System Identifier — This will automatically set the system ID to the name of the first
client that gets a DHCP lease. This feature cannot be used with email alerts but alerts can be sent to NCM.

SMS

SMS (Short Message Service, or text messaging) requires a cellular modem with an active data plan. SMS is not
designed to be a full remote management feature: SMS allows you to connect to the router for a few simple
queries or commands with a text messaging service (e.g., from your phone). A modem that does not have

an active data connection may still be reachable by SMS because Internet traffic and SMS traffic operate on
separate channels, so SMS can be used to bring an offline router back online.

SMS is enabled on the router by default. However, it only works if SMS is supported and enabled on the modem.
Most modems have SMS enabled by default, but the carrier may charge a fee for each text message sent or
received. Contact your carrier to review these fees and/or to enable an SMS plan.
Important notes about SMS:

Messages are limited to 160 characters.

SMS is not a guaranteed delivery protocol. The carriers do not guarantee that the SMS message will be
delivered to the modem or that the

modem’s response will be delivered to SMS
the sender. This means an administrator Enable SMS support: &7
m|ght have to Send messages multlple Tlhisgeaturenmywovks ifSMSl\js;ﬂ)Soneddand enabledsog\ﬂg\elmodem SMS messages are subject to carrier charges based on the texting
. . . . [an.Contact your carrier to enable and activate an an,
times before the desired action is ’ et [ e BT Geneee pereucrs
performed. White list
SMS is a slow protocol. It can take © Add
seconds or up to  few minutes for
messages to be delivered.
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SMS messages are not encrypted; they are sent in full readable text over the network.
Enable SMS support — SMS support is enabled by default on the router. Deselect this to disable.

Password — By default, the password is the last eight characters of the router's MAC address (i.e., the Default
Password on the product label). You can change this password to anything between 1 and 16 characters. It
should be long enough to be useful for security but short enough to easily type into your phone (or other
texting client).

White List — This list is blank by default, which means that the router will accept SMS messages from any phone
number. Leaving this blank is unsecure, so Cradlepoint recommends that you add phone numbers to this list.
Once any numbers are listed, only those numbers have the ability to connect to the router via SMS.

SYSTEM LOGGING

Logging Level: Setting the log level controls which messages are
stored or filtered out. A log level of Debug will record the most
information while a log level of Critical will only record the most Logging Level: | Info
urgent messages. Each level includes all messages from all of the Enable Logging to a Syslog []
levels below it on the list (e.g. “*Warning" includes all “Error” and semver
“Critical™ messages as well).

System Logging

Debug
Info

. Log to attached USB stick: []
Warnlng Verbose modem logging:
Error Create support log:
Critical

Enable Logging to a Syslog Server: Enabling this option will send log messages to a specified Syslog server. After
enabling, type the Hostname or IP address of the Syslog server (or select from the dropdown menu).

Syslog Server Address: Select the Hostname or IP address from the dropdown menu, or type this in
manually.

Include System ID: This option will include the router's “System ID" at the beginning of every log message.
This is often useful when a single remote Syslog server is handling logs for several routers.

Include UTF8 Byte Order Mark: The log message is sent using UTF-8 encoding. By default the router will
attach the Unicode Byte Order Mark (BOM) to the Syslog message in compliance with the Syslog protocol,
RFC5424. Some Syslog servers may not fully support RFC5424 and will treat the BOM as ASCII text, which
will appear as garbled characters in the log. If this occurs, disable this option.

Log to attached USB stick: Only enable this option if instructed by a Cradlepoint support agent. This will write a
very verbose log file to the root level of an attached USB stick. Please disable the feature before removing the
USB stick, or you may lose some logging data.

Verbose modem logging: Only enable this option if instructed by a Cradlepoint support agent.

Create support log: This functionality allows for a quick collection of system logging. Create this log file when
instructed by a Cradlepoint support agent.

ROUTER SERVICES

By default, router services connect to the router via the WAN. In some setups it makes sense to use the LAN
instead. For example, if your router is used strictly for 3G/4G failover behind another router, you may not want
to use 3G/4G data unnecessarily. Select Use LAN Gateway to set your router services to connect via the LAN.

LAN Gateway Address: Input the IP address of the LAN side connection. If this is a 3G/4G failover router
operating behind another router, the LAN Gateway Address is the IP address of that other router.
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DNS Server and Secondary DNS Server: The primary and secondary
DNS server numbers match the static DNS values (set at
NETWORKING > DNS Servers). You can leave the default values or Use LAN Galeway. [ ]
set them manually here. (Changing these values also changes the
static DNS values.)

Router Services

Cradlepoint NetCloud Manager (NCM) is a cloud-based management service for configuring, monitoring, and
organizing your Cradlepoint routers. Key features include the following:

Group based configuration management
Health monitoring of router connectivity and data usage
Remote management and control of routers
Historical record keeping of device logs and status
Registering Your Router — Once you have signed up for NCM, click on the Register Router button to begin

managing the router through NCM. Input your NCM Username and Password and click Register. You have now
registered the device with NetCloud Manager.

Suspending the NCM Client - Click on the Suspend Client button to stop communication between the device and
NCM. Suspending the client will make it stop any current activity and go dormant. It will not attempt to contact
the server while suspended. This is a temporary setting that will not survive a router reboot; to disable the
client altogether use the Advanced NetCloud Settings panel (below).

NetCloud Settings (Advanced)

Enabled: Enable the NCM client to contact the NetCloud Settings

server. While this box is unchecked, the NCM client Enabled:

will never attempt to contact the server. (Default: Server HostPort. | qa3.cradlepointecm cam 5001
EnaDIed) Session Retry Timer: (s 10 Seconds
Server Host:Port: The DNS hostname and port Unmanaged Checkin Timer: (& 86400 | Seconds
number for your NCM server. (Default: stream. Maximum Alerts Bufler:| 20

cradlepoint.com)

Session Retry Timer: How long to wait, in seconds, before starting a new NCM session following a
connection drop or connectivity failure. Note that this value is a starting point for an internal backoff timer
that prevents superfluous retries during connectivity loss.

Unmanaged Checkin Timer: How often, in seconds, the router checks with NCM to see if the router is
remotely activated. Note that this value is a starting point for an internal backoff timer that reduces
network usage over time.

Maximum Alerts Buffer: The maximum number of alerts to buffer when offline.

The Device Alerts submenu choice allows you to receive email notifications of specific system events. YOU MUST
ENABLE AN SMTP EMAIL SERVER TO RECEIVE ALERTS.

Alerts can be included for the following:

NetCloud 0S Upgrade Available: An NCOS update is available for this device.

Unrecognized MAC Address: Used with the MAC monitoring lists. An alert is sent when a new unrecognized
MAC address is connected to the router.
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WAN Device Status Change: An attached WAN device Mt Configuration

has changed status. The possible statuses are plugged, | 1 rmmee uge aaise ] P Adress Barmen
UnD|Ugged, COﬂnECted, and dISCDnneCtEd [C] System Retoot Ocoured [[J VPN Tunnel Goes Down

[[] Unrecognized MAG Address [] Feature Lisense Expration
Configuration Change: A change to the router O cogtoncrrge £ e 0 ppcaon

. . [ Login Success ] Full System Log
CO nfl gu ratl O n . [] Login Faikre [] WaN Device Stalus Ghange
Login Success: A successful login attempt has been e .
Regurring System Log

detected.

Login Failure: A failed login attempt has been detected.
Account Locked: Account has been locked due to
excessive failed login attempts.

IP Address Banned: An IP address has been banned.
VPN Tunnel Goes Down: Sends an alert when a VPN
tunnel goes down.

Feature License Expiration: Sends an alert when a —

feature license is about to expire. ==
Router SDK Application: A router SDK Application may e —

send an alert. -
Full System Log: The system log has filled. This alert Fery Delay (inute)
contains the contents of the system |og.
Recurring System Log: The system log is sent
periodically. This alert contains all of the system events since the last recurring alert. It can be scheduled for
daily, weekly and monthly reports (Frequency). You also choose the Time you want the alert sent.

SMTP Mal Server

From Address:

5

SMTP Mail Server
Since your router does not have its own email server, to receive alerts you must enable an SMTP server. This is
possible through most email services (Gmail, Yahoo, etc.)

Each SMTP server will have different specifications for setup, so you have to look those up separately. The
following is an example using Gmail:

Server Address: smtp.gmail.com

Server Port: 587 (for TLS, or Transport Layer Security port; the router does not support SSL).

Authentication Required: For Gmail, mark this checkbox.

User Name: Your full email address

Password: Your Gmail password

From Address: Your email address

To Address: Your email address

Once you have filled in the information for the SMTP server, click on the “Verify SMTP Settings" button. You
should receive a test email at your account.

Delivery Options (Advanced)
Email Subject Prefix: This optional string is prefixed to the alert subject. It can be customized to help you
identify alerts from specific routers.

Retry Attempts: The number of attempts made to send an alert to the mail server. After the attempts are
exhausted, the alert is discarded.

Retry Delay: The delay between retry attempts.
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A single USB Serial device can be used to establish a serial link to a host port on the router. The USB Serial

device can also be accessed by running “serial™ from an SSH session.

Telnet to Serial Configuration

GPI0s allow you to monitor inputs and produce outputs with
simple conditions.

Special note for ‘1 on power cable’ and ‘5 on expander’ GPIOs: If
either one of these pins is set to Ignition Sensing, you must leave
the other pin unused and disconnected.

Wiring reference:
GPIO 1 - pins 7, 8 on serial cable

Enabled: Enabling Telnet to Serial will start a Telnet server that
passes its connection to the serial adapter. Enabling this service
is not necessary when accessing serial through SSH.

LAN: Enable serial redirector for LAN connections.
Authenticated LAN: Enable serial redirector for Authenticated
LAN connections. You must be logged into the router to use the
redirector.

WAN: Enable serial redirector for WAN connections.

Teinet 1o 2erial Configuration

Enabled: []

LAN: (A

Authenticated LAN: A

WAN: []

Server Port: | 7218

Server Port: Enter a port number for the redirector to use. (Default: 7218)

00 000ooo

GPIO Configuration

2 on power cable (in)

1 on expander (infout)
2 on expander (in‘out)
3 on expander infout)
4 on expander (infout)

5 on expander (in)

Enabled Low (default)

Disabled Input sensing (default)
Disabled Input sensing (default)
Disabled Input sensing (default)
Disabled Input sensing (default)
Disabled Input sensing (default)

Disabled  Input sensing (default)

1 on power cable (out)

No alert
No alert
No alert
No alert
No alert
No alert
No alert

GPIO 2 - pins 2, 3 on serial cable
GPIO 3 - pins 4, 6 on serial cable

GPIO Name: Name of this GPIO. For example ‘East door’ or
‘Vehicle engine’. This will be used to form an alert string e.g.,
‘East door is closed.’ or ‘Vehicle engine is running.’

Low State Name: Name of the low state of this gpio. For
example ‘closed’ or ‘not running’. This will be used to form
an alert string e.g., ‘East door is closed.’ or ‘Vehicle engine is
running.’

High State Name: Name of the high state of this gpio. For
example ‘closed' or ‘not running'. This will be used to form
an alert string e.g., ‘East door is closed.’ or ‘Vehicle engine is

Direction: out

GPIO Name:

Low State Name:
High State Name:
Alert Trigger State
Input Delay Duration: (s

Action

X Edit 1 on power cable

Ne alert

Low (default)

second(s)

running.’

Alert Trigger State: Configure which active state should trigger an alert.

Input Delay Duration: Input delay duration setting aims to minimize the number of false positives by waiting a
set number of seconds and confirming that the GPIO value is still the same, before triggering configured action.
It's important to note that there is an additional 200ms delay, even when this setting is at 0 seconds.

Action: Used to configure the Input and Output General Purpose 1/0 pins.

Default/Low: In this mode the output pin is not used and is at 0V (ground potential).

Set High/Router Running: In these modes the output pin is logic low while the router is booting and

transitions to logic high when the router is fully running. If the router is reset, the output returns to low

until the router has fully rebooted.
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«  Modem Connected: In this mode the output pin is logic low until the modem has connected to the tower. If
the connection drops, this output is set low until the connection is restored.

Hardware note: The output pin is an open collector/drain.

SNMP, or Simple Network Management Protocol, is an Internet standard protocol for remote management. You
might use this instead of NetCloud Manager if you want to remotely manage a set of routers that include both

Cradlepoint and non-Cradlepoint products.

SNMP Configuration

Enable SNMP: Selecting “Enable SNMP" will reveal
the router’'s SNMP configuration options.

Network Settings
Enable SNMP on LAN: Enabling SNMP on LAN
will make SNMP services available on the LAN
networks provided by this router. SNMP will not be
available on guest or virtual networks that do not
have administrative access.
LAN port #: Use the LAN port # field to configure
the LAN port number you wish to access SNMP
services on. (Default: 161)
Enable SNMP on WAN: Enabling SNMP on WAN
will make SNMP services available to the WAN
interfaces of the router.
WAN port #: Use the WAN port # field to configure
which publicly accessible port you wish to make
SNMP services available on. (Default: 161)

SNMP Version

SNMP Gonfiguration

Enable SNMP: []

Network Settings

Enable SNMP on LAN: []
LAN port# | 161
Enable SNMP on WAN: []
WAN port # | 161
SNMP Version: | SNMPv

SNMP v1 & v2c Settings
Get community string

et community siring

General Settings
Note: System nformation via SNMP is by default Read-Wiitable. However, I the value is set here, that field will become Read-Only.
System Contact
System Name

System Locatin

SNMPv1: SNMP version 1 is the most basic version of SNMP. SNMPv1 will configure the router to
transmit with settings compatible with SNMP version 1 protocols.

SNMPv2c: SNMP version 2c has the same features as vl with some additional commands. SNMPv2c will
configure the router to use settings and data formatting compatible with SNMP version 2c.

SNMPv3: SNMP version 3 includes all prior features with security available. SNMPv3 is the most secure
setting for SNMP. If you wish to configure traps then you must use SNMP version 3.

SNMP v1 & v2c Settings

Get community string: The “Get community string” is used to read SNMP information from the router. This
string is like a password that is transmitted in regular text with no protection.

Set community string: The “Set community string” is used when writing SNMP settings to the router. This
string is like a password. It is a good idea to make it different than the “Get community string.”

SNMPv3

If you select SNMPv3, you have several additional configuration options for added security.

Authentication type: Select the authentication and encryption type that will be used when connecting to
the router from the following dropdown list. These settings must match the configuration used on any

SNMP clients.
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MD5 with no encryption

SHA with no encryption

MD5 with DES encryption

SHA with DES encryption

MD5 with AES encryption

SHA with AES encryption

Username: Enter the Username configured on your SNMP host in the username field.

Password: Enter the Password for your SNMP host in the password and verify password fields. This
password must be at least eight characters long.

Enable SNMP traps: Enabling traps will allow you to configure a destination server, community, and port for
trap notifications. Trap notifications are returned to the server with SNMPv1.

Trap community string: The trap notifications will be returned to the trap server using this SNMPv1 trap
community name.

Address for trap server: Enter the address of the host system that you want trap alerts sent to.

Trap server port #: Enter the port number that the remote host will be listening for trap alerts on. (Default:
162)

General Settings
System information via SNMP is Read-Writable by default. However, if a value is set here, that field will become
Read Only.

System Contact: Input the email address of the system administrator.

System Name: Input the router’'s hostname.

System Location: Input the physical location of the router. This is simply a string for your own information.

NETCLOUD 0S

Administration This allows the administrator to load new NetCloud OS onto the router to add
new features or fix defects. If you are happy with the operation of the router, you
may not want to upgrade just because a new version is available. Check the NCOS
release notes for information to decide if you should upgrade.

NetCloud

Device Alerts

Sernial Redirector
GPIOs

SNMP Configuration

Current NCOS Version: Shows the number of the current NCOS and the date it was
updated.

Available NCOS Version: If there is a
new NCOS version available, this will
MNetCloud OS list the version number. Click “Check Current NCOS Version: v6.4.0 (Fri Jun 2 01:34:04 MDT 2017)

Modem Firmware Again” to have the router check for the Available NCOS Version: Managed by NetCloud

Device OpﬁOI‘IS newest NCOS. Automatic NCOS Check:

Automatic NCOS Check: Automatically Alow ETTP Ncowmk:
check for new NCOS updates once daily.

Manual NCOS Upload: Upload the router OS from an attached
computer. (Go to cradlepoint.com/firmware to download the router 0S.)

NCOS Upgrade

System Control

System Config Savel/Restore
Download Settings: Click on “Dowload Settings” to save your current settings to a file on a computer.
Restore Settings: Click on “"Restore Settings” to restore your previous settings from a file on a computer.
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NCOS Management System Config Save/Restore
Load new router OS and restore your previous settings from a file on a computer

without rebooting between steps.

Backup or save current router settings.

Download Settings

Omit Passwords []
MODEM FIRMWARE

This allows the administrator to load new firmware onto Cradlepoint modems
attached to the router. Note that modem firmware is separate from router OS.
New modem firmware may be necessary to update the module due to carrier

updates or defect resolution. If you are happy with the operation of the modem, | NCOS Management

you may not want to upgrade just because a new version is available. Please Restors router seftings and upgrade NCOS.
check the modem firmware release notes for information to decide if you should
upgrade or not.

Upload or restore router settings.

Restore Settings

Restore & Upgrade

Most Cradlepoint modems contain a single firmware image that can be Checked,

Updated or manually updated. With some modems (such as LPE), you have the ability to change the firmware
to support a different carrier image. With other select modems (such as LP6), more than one modem firmware
image may be locally stored within the device's memaory.

You must first select the Cradlepoint modem you would like to update. Once selected, the appropriate modem
firmware update options will display.

[ Automatically check for new firmware

Modem Firmware Upgrade / Change Carrier

Select Modem: Internal LPE-VZ (INT1)

Installed Firmware

VERIZON 05.05.16.02_VZW,005.013_010 Check for upgrade % Check [y File

For modems supporting manual carrier switching (such as LPE), select File to browse to an appropriate, different
modem firmware package file to load into the modem's memaory.

Firmware updates can be performed on any firmware line item using the Check/Upgrade or File (manual) process.

The following actions are available to be configured:

« Automatically check for new firmware: Click the checkbox to indicate whether the system is to
automatically check for available modem firmware updates. When enabled, the system checks once a day.
This global setting applies to all

modems connected to the router. Automatically check for new fimware

- Select Modem: Select the
appropriate modem which you
would like to update. Note that Sedect Modem: | MCADILPE (USEH)
dual SIM devices are listed as a Installed Firmware
single modem.

Modem Firmware Upgrade / Change Carrier

Porailabile Firmware Version

Up o dabe C Check

In the Installed Firmware grid, you

will see the following columns: bidadir T Check [y File
« Active (Multi-firmware modems Mg C Chock |y File
only): Indicates which carrier Up to date 3 Chack |y File
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package is currently active on the modem. Note: You cannot select the active image. On multi-firmware

modems, the carrier firmware is selected automatically.

- Carrier: Displays the carrier supported by the modem firmware. For carriers not otherwise available,

“Generic” will be displayed.

- Current Package Version: Displays the current firmware package version loaded on the modem.

- Available Firmware Version: Displays the firmware version available for upgrade or indicates status of the
current firmware. If new firmware is available, the available upgrade version is displayed.

« Upgrade: Click this button to download the Available Firmware Version file and perform this over-the-air
upgrade. If a connection error occurs, it is possible that HTTPS is blocked for the upgrade check. Enable Allow
HTTP NCOS Check in SYSTEM > System Control > NetCloud 0S to address this issue.

- Check: Click this button to refresh or update the Available Firmware Version status column.

- File: Click this button to manually upload a modem firmware file. Type the path/file or click Select Firmware
File to browse to the local file location. Once entered, click Begin Firmware Upgrade. Note: For modems which
support manual carrier switching, find the appropriate modem firmware package file via NCM or the Cradlepoint

portal.

DEVICE OPTIONS
Reboot Options

Reboot the Device: Manually restart the router.

Reboot Options

Factory Reset Router: Reset the router to its Manually reboot the outer
original settings. Once reset your SSID and admin
password W||| match the Stlcker on the Dottom Of Reset the router to its original settings. Once reset, your SSID and admin password will match the sticker on the bottom of the router.
the router.
. . N . Access router's command line interface (CLI) console.
_Dewce Console: Access router's command line
interface (CLI) console.
Scheduled Reboot
Scheduled Reboot Scheduled Reboot: | Never
Scheduled Reboot: Router will restart at user- et fetehcbg Rebect (1
specified time. Reset
Enable Watchdog Reboot: Router will restart when
it determines an unrecoverable error condition has occurred.
Ping Test
Ping TESt Packet Sz a4 Don't Fragment %]
A simple test to check Internet connectivity. Type the Hostname [ i |
or IP address of the computer you want to ping and click the
‘Ping’ button. Speed Test
Tesis Against Gradlepoint Server: 0/ 10
Speed Test WAN Device:
Tests Against Cradlepoint Server - Up to ten speed tests are e
permitted against a Cradlepoint server. Custom ot Optne]
Limits should be adjusied o the WAN nterfat d.
WAN Device - The WAN Device that is selected will have Lage acun oGl e s o o s WAN v
the test run on it. If no device is selected then the highest Max Duration: | 0
priority connected device will be used. Data Lmt: | 10
Test Type
=
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Custom Server - Type the Hostname or IP address of the server to which you wish to perform a test. If left
empty the test will be done to a Cradlepoint server.

Custom Port (Optional) - The port to which the test is directed.

Max Duration - The Max Duration is the Maximum amount of time for which the test should be run. The
test may finish sooner if sufficient data is collected.

Data Limit - The Data Limit is the limit of how much data will be transferred while measuring the connection

speed; this should be limited to reduce the expense of a speed test. Setting the limit to O will cause the test
to run until enough data is collected or the duration limit is met.

Test Type - Select the type of test you would like to run. TCP Upload will test speed going to the server, TCP
Download will test speed coming to the client, and UDP will measure the speed going to the server.

NETCLOUD REGISTRATION
Administration To register the router with Cradlepoint NCM you must first have an account. If you
need to create an account you can signup at cradlepoint.com.

NetCloud
Device Alerts Once you've created an account, or if you already have one, you can enter your NCM
Serial Redirector username and password to register the router.
GPIOs
SNMP Configuration FIRST TIME SETUP
System Control Administrator Password and Time Zone
Diagnostics Enter a password for the administrator who will have full access to the router’s
_ management interface.

Setup Wizards

NetCloud Registration You can use the default password on the back of your product, or you can create a

' s custom Administrator Password.
First Time Setup ) ~ )
. R R Setting Your Administrator Password and Time Zone
IP Passthrough Setup Configuring Your Wireless
To secure your router, piease set and verify the administrator passward below Your default password is printed on the product sticker
N etWo rk found on the back of your product The adm nistrator password allows you 1 modify all router settings.
Wireless Network Name - When you are browsing for T ez o e fiFlssaaty psuon (1910208)
available wireless networks, this is the name that Admialr Passyor: | e
will be broadcast from this router. This name is also 1f you plan I use your router in 2 PG DSS compliznt enviranment, do not use s setting. Use the Ad inisiration - Router Security
. L . setting instead

referred to as the SSID. For security purposes, it is Nighly | seeomsyor s zoe s e ouer o eep e woper e anc e ey ssion
recommended you change the pre-configured wireless Tie Zoe. _ (UTG ) Mountarzna
network name.

Enable Guest Network - If the guest network is enabled,
anyone can connect to the special guest network which allows limited connectivity to the Internet while
preventing access to your local network.

Security Mode

. . . . Configuring Your Wireless Network
Best (WPA2): Select this option if your wireless ‘o ot e co b sronlzed v s Therame sl i nfy st et hen specing U
a d a pte rs su p D ort W PAZ -on |y mo d e. T h | S W | | | connect \ufin:\noxu l‘e:ct‘i:ab\e Guest Network, you will create a second public WiFi broadcast from your router, allowing guests to simply and easily
to most new devices and is the most secure, but
m ay n Ot c O n n e Ct to D | d e r d eV i C e S O r S 0 m e h a n d h e | d In order to pEv::ts\i‘:i‘:f::f:ommunauthonzed users, itis highly recommended you choose the highest level of security that your attached
devices such as a PSP. .

Cradlepoint recommends the WPA2 security mode.
Good (WPA1 & WPA2): Select this option if your e sl o ioned sty ek bl v s o s s o e st oot v o
. B . last eight characters of your MAC address.
wireless adapters support WPA or WPA2. This is the ’ '
. . . Security Mode: BEST (WPA2)

maost compatible with modern devices and PCs. T
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Poor (WEP): Select this option if your wireless adapters only support WEP. This should only be used if
a legacy device that only supports WEP will be connected to the router. WEP is insecure and obsolete
and is only supported in the router for legacy reasons. The router cannot use 802.11n modes if WEP is
enabled; router WiFi performance and range will be limited.

None (OPEN): Select this option if you do not want to activate any security features.

WPA Password - The WPA Password must be between 8 and 64 characters long. A combination of upper
and lower case letters along with numbers and special characters is recommended to prevent hackers from

gaining access to your network.

Configuring Your APN and Modem Authentication

If you are using a SIM-based modem (LTE/GSM/HSPA) with your Cradlepoint router you may need to configure the
APN before it will properly connect to your carrier. Wireless carriers offer several APNs so check with your carrier
to confirm the appropriate one to use. You can use the default password on the back of your product, or you can

create a custom Administrator Password.

NOTE: DO NOT USE THIS APN WIZARD if you have already
configured an APN. Any specific modem settings will not
be overwritten by this generic APN setup. Leave this
setting as default and after finishing this Wizard go to
the CONNECTION MANAGER page, select your modem, and
edit the settings. The SIM PIN/APN tab has more available
settings than are provided here.

Some modems require a username and password to be
entered to authenticate with a carrier. Do not fill in the

Configuring Your APN and Modem Authentication

If you are usin ga & your Gr u igure the APN before itwill properly
carriers offer several APNs 50 check with your carrier o confim the appropriate one fo use

Aocess Point Name

O Defauit Overrige

DONT USE THIS APN WIZARD F you have akeady configured an APN. Any speciic modem Setings vl not be overiitien by this generic APN setup. Leave s setting as
detauit and after finishing this Wizert go t e Gannection Manager page, select your modem, and edit the settings. The SIMIAPNAUTH tab has more availzole settngs than
are provided here

Sor usemame and

0 authentcate with a carrer. Do ot il in these felds uniess you are sure your madem needs authentication
Aubentcaton Proioco
Usemane:

Password:

following fields unless you are sure your modem needs authentication.

Authentication Protocol
Username
Password

Enable and Configure Failure Check

Failure check will test the connection to verify the WAN device is connected.
Idle Check Interval: Set the number of seconds the router will wait between checks to see if the WAN is still

available.
Failure Check:

Off: Once the link is established the router takes no action to

verify that it is still up.

0On: Modems will be set to use the Passive DNS failure check
type. Ethernet and WiFi as WAN connections will be set to use

Active Ping.

Ping IP Address: This IP address must be an address that can be
reached through your WAN connection (modem/Ethernet). Some
ISPs/Carriers block certain addresses, so choose an address that all

of your WAN connections can use.

Summary
Review your settings and click Finish to exit or Back to
edit.

IP PASSTHROUGH SETUP

cradlepoint

Enable and configure Failure Check
Failure check will test the connaction to verify the WAN device is connected

Idie Check Interval: (= 0 seconds

Failure Check: | Off

Summary

Below is a summary of your system settings. Please record these newly established router settings for future access

WWhen you are satisfied with the configuration, push the ‘Finish' button below.
Time Zone: (UTC -7) Mountain/Arizona

Wireless Network Name: IBR1100-pb
Security Mode: BEST (WPA2)

We encourage you to register this router with the Cradlepoint Enterprise Cloud Manager (ECM) Service upon finish. ECM is a cloud based
management service for cenfiguing, monitering and organizing your Cradlepeint routers

Yes, Register for ECM upon Finish” (]
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IP passthrough takes a 3G/4G WAN data source (USB, ExpressCard, or Cradlepoint business-grade modem) and
passes the IP address through to Ethernet LAN.

Enabling IP passthrough will make many changes to your router configuration. Please review this list and ensure
they are compatible with how the router will be used.
All Ethernet ports will be set to LAN P Passihiovgh St

A” netWOrk grUUDS EXCEDt the Drlmary ﬂetWOFk gFUUD Enahling IP Passthrough will make m any changes to your router configuration
. Please review this list and ensure they are compatbie with how the router will be used.
will be removed

All' WAN devices will have Load Balance disabled and the
hlgheSt Drlorlty deVICe WI” be USEd - All WAN devices will have Load Balance disabled and the highest priority device will be used

A” WIFe|eSS Intel’faces Wl” be removed frOm the Drlmary - All Wireless inferfaces will be removed from e primary network group.

- All Efhernet ports will be sef o LAN.

- All network groups except e primary network group will be removed

network group - Al Fouter based VPN and GRE services wil be disabled
All Router based VPN and GRE services will be disabled | -me oo itbeseio P rassirogn
The ROUtII’]g MOde Wl” be Set tO |P PaSSthI’OUgh - The Subnet Selection Mode will be set o “Autom atically Greate Subnet” unless overridden below.
. . w . Enabling IP Passtrough
The Subnet Selection Mode will be set to “Automatically o B _
. . If IP Passhrough mode is what is desired then clicking the Enable IP Passfhvough bution will immediately configure e router to use IP
Create Subnet” unless overridden via the Subnet Passtugh.
Se|ect|0n MOdE dFODdOWH fdlhunal;zﬂ;g;'Dl‘:la)ssmgugh:r.eav:ﬁb:unnerNet\vmkmg» Local Networks. Any Efhemnet WAN connections should be
izconnested before 1P Passitrough is enable
Any Ethernet WAN COHHECUOHS ShOU|d be dlSCOﬂnettEd Subnet Seleciion Mode Automatiecally Greate Subnat
befare IP passthrough is enabled.
1 want to enable IP O
Pacsthrough:
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APPENDIX A

EXTENS|B|L|TY DOCK Router to Dock Connector
Pin1 Ethernet TX-
Pin 2 Ethernet TX+
Y Pin 3 Ethernet RX-
’*\ LA AAAnnn ona oD
Pin 5 Ethernet RX+
it @ Pin 6 uUSB D-
Pin 7 USB D+
4 S.4mm Pin 8 GPIO1
Router to Dock Connector pin g GPIO2
Pin 10 GPIO3
Pin 11 GPI04
Pin 12 GND
Pin 13 Ignition Sense
Pin 14 Router power in/fout (18 W in min; 6 W out max)
Pin 15 Router power in/fout (18 W in min; 6 W out max)

12345678910

IDDEDDEODROE
REEREEEER

2x10 Dock GPIO Connector

2x10 Dock GPIO Connector

Pin1 Router+Dock power - input only (24 W min)
Pin 2 Router+Dock power - input only (24 W min)
Pin 3 Reserved

Pin 4 Reserved

Pin 5 GPI (ignition sense)

Pin6 GPIO1

Pin7 GPIO2

Pin 8 GPIO3

Pin9 GPIO4

Pin 10 Low current 5 V output (50 mA max)

Pin 11-20 Ground

cradlepoint D
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200050

10+2MM
25
[oXC)
o /—
gl
=5 4 lo
by £

25

244
7e |,

I
‘\TET,,
14.04 | 13.96 |

28+0.25

44— (Buk : 2AWG ! :

8§ ——————————  (Yellow) : 26AWG 2 1.100% OPEN SHORT TESTING
(Bl 26AW 3 2.TEST CONDITION

?o (o) .ngw% 4 INSULATION RESISTANCE : = 10M ohm

(White) * VOLTAGE : DC 300V /AC100V

1l——————  (Green) : 26AWG 5 CONTACT RESISTANCE © <5 ohm

12— (Black) : 22AWG 6

13— (Omnge) : 26AWG 7

e Red): 2AWG 8

I5——————  (Red) : 2AWG 9

cradlepoint

. . - Ignition Sense threshold: max 3.4V,
Wire S'gnal protected to 33 V
Black (2) GND « GPIOs: LLTL compatible, protected
Yellow GPIO1 o33V
Blue GPI0O2
White GPIO3
Green GPI104
Orange lgnition sense
Red (2) Router power
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APPENDIX B

SAFETY, REGULATORY, AND WARRANTY GUIDE

This product contains software distributed under one or more of the following open source licenses: GNU General Public License Version
2, BSD License, Net-SNMP License, and PSF License Agreement for Python 3.3. For more information on this software, including licensing
terms and your rights to access source code, contact Cradlepoint at cradlepoint.com/opensource.

Cradlepoint, Inc. warrants this product against defects in materials and workmanship to the original purchaser for a period of three

(3) years from the date of shipment. This warranty is limited to a repair or replacement of the product, at Cradlepoint’s discretion, as
purchaser's sole and exclusive remedy. Cradlepoint does not warrant that the operation of the device will meet your requirements or be
error free.

The information contained in this Safety, Regulatory, and Warranty Guide is subject to change without notice and does not represent

any commitment on the part of Cradlepoint or its affiliates. CRADLEPOINT AND ITS AFFILIATES HEREBY SPECIFICALLY DISCLAIM LIABILITY
FOR ANY AND ALL: (A) DIRECT, INDIRECT, SPECIAL, GENERAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY DAMAGES, INCLUDING
WITHOUT LIMITATION FOR LOSS OF PROFITS OR REVENUE OR OF ANTICIPATED PROFITS OR REVENUE ARISING OUT OF THE USE OR INABILITY
TO USE THE DEVICE, EVEN IF CRADLEPOINT AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, AND EVEN
IF SUCH DAMAGES ARE FORESEEABLE; OR (B) CLAIMS BY ANY THIRD PARTY. NOTWITHSTANDING THE FOREGOING, IN NO EVENT SHALL THE
AGGREGATE LIABILITY OF CRADLEPOINT AND/OR ITS AFFILIATES ARISING UNDER OR IN CONNECTION WITH THE DEVICE, REGARDLESS OF THE
NUMBER OF EVENTS, OCCURRENCES, OR CLAIMS GIVING RISE TO LIABILITY, EXCEED THE PRICE PAID BY THE ORIGINAL PURCHASER OF THE
DEVICE.

Cradlepoint collects general data pertaining to the use of Cradlepoint products via the Internet including, by way of example, IP address,
device 1D, operating system, browser type and version number, etc. To review Cradlepoint’s privacy policy, please visit cradlepoint.com/
privacy.

By activating or using your IBR600C or IBR650C device, you agree to be bound by Cradlepoint’s Terms of Use, User License and other
applicable Legal Policies.

2017 Cradlepoint, Inc. All rights reserved. Cradlepoint is not responsible for omissions or errors in typography or photography.
Cradlepoint, IBR60OC, IBR650C, and the Cradlepoint logo are trademarks of Cradlepoint, Inc. in the US and other countries. Other
trademarks are property of their respective owners.

ROUTER COMMUNICATION/DATA USAGE

The factory default configuration of the router is set to communicate with Cradlepoint and other resources at regular intervals to
access the latest NetCloud 0S and modem updates, clock synchronization (NTP), and NetCloud Manager (NCM) membership. Such
communication may result in data usage and applicable charges regardless of whether the router uses a wired or wireless Internet
connection. To avoid such data usage and potential charges, consult the following Knowledge Base article:

http:/lknowledgebase.cradlepoint.com/articles/support/router-communication-data-usage

cradlepoint (53]


http://cradlepoint.com/opensource
http://cradlepoint.com/privacy
http://cradlepoint.com/privacy
http://knowledgebase.cradlepoint.com/articles/support/router-communication-data-usage

	support and warranty
	ledS
	EXTENSIBILITY DOCK HARDWARE and DIMENSIONS
	hardware
	POWER/GPIO CONNECTOR

	EXTENSIBILITY DOCK INSTALLATION INSTRUCTIONS
	QUICK START
	BASIC SETUP
	ACCESSING THE ADMINISTRATION PAGES
	FIRST TIME SETUP WIZARD
	USING ENTERPRISE CLOUD MANAGER

	ADMINISTRATION PAGES
	QUICK LINKS
	DASHBOARD
	CONNECTION MANAGER
	WAN Interface Profiles & Priority

	STATUS
	INTERNET
	LOCAL NETWORKS
	CLIENT LIST
	TUNNELS
	FIREWALL
	ROUTING
	GPIO
	ETHERNET
	SYSTEM LOGS

	NETWORKING
	local networks
	vlan interfaces
	tunnels
	routing
	qos
	dns servers
	wifi as wan
	wan affinity
	client data usage
	NHRP

	SECURITY
	identities
	zone firewall
	CLOUD-BASED SECURITY
	WEB ACCESS filtering
	certificate management

	SYSTEM
	administration
	enterprise cloud manager
	device alerts
	serial redirector
	GPIO CONFIGURATION
	SNMP configuration
	system control
	diagnostics
	setup wizards


	appendix A
	EXTENSIBILITY DOCK
	PINOUTS
	GPIO CABLE


	appendix B
	safety, regulatory, and warranty guide
	open source software
	warranty information
	limitation of cradlepoint liability
	privacy
	other binding documents; trademarks; copyright

	ROUTER COMMUNICATION/DATA USAGE


